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RAEAI
EOEHFv]

ERITEFATE: 2025-03-12 16:34:40

BEFR API 2B MEEHERMTEMNIIE , ENMERBFEELTHERSHHEIERER (Signature ) USIEERESH.

B#E Secretld # SecretKey ; ERFEIRAREFEIL , IFRIESAPIEERHEARTE , ENLEBERAAPEEM.

\Eﬁ \
1. RigREEIE
EE—RER=APIZAT , BRIFRAPIZERERIBELEEIE., K2EIFEIE Secretld ] SecretKey :
* Secretld BF+rR APLIERE S
e SecretKey FATFINEEE FRIEMRSSSHIIEESE FRIEBNEH,
* FAPRIIRRERSEI , BRtE,
HRIEReFEIENERSEBINT

1. ERBEAEEEEPOETIE,
2. BifERAPIZRREHI & TRE
3. ERAPIZSARE , M [#2] BPRILABIZE—XdSecretld/SecretKey

IR FFRARERSTLUAER Secretld / SecretKey,

2. ERNERE

BT &eFEiESecretld 7l SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
BIZFFEY Secretld 1 SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XGARNpg86cd98joQYCN3EXAMPLE

AR XRBERERA , SRR SCRREERY Secretld 1 SecretKey #HT/EEHRME !
LU=fRSS B A7 (Describelnstances)iEk A6l , HEFPERX—ZOR , EiERkSHATENT:

SHEMR 2258 SHE
Action Yahrx=] Describelnstances
Secretld =$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRFTER S, shanghai
Instancelds.0 RFEIRRYSLHIID ins-09dx96dg
Offset w2 0
Limit RASIFRE 20
Version EORAS 2017-03-12

2.1. HSHEF

e

SEEBHREEEER , R

BSETEERSHIRS MBI ( ASCILED ) FHFEHF. T8 1 1) RISHEHTHR | SEERSYNERT , R&5HA/N ; 2) 2 ASCIEBELA/N , 10
Instancelds.2 ZH7E Instancelds.12 f5H , AREFER , BARREE. BRALIEEREES TE0BXHIFRECTINIX—I088 | 40 php ##J ksort &Y. LiRwpl

SHAHFERIT:

Kt ERB : Tencent
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'Action’ : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset : 0,
‘Region' : 'shanghai’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',
}

ERHECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. PHeES SRR

I BERIERFAS, BEL—SHIFFIERSEIER IR SHETR = "S8E 1R | 033 Action 251, HSEERA "Action” , SE&EN "Describelnstances”
, BIAE= LS/ Action=Describelnstances ., & : "S¥E" ARBETMIFUrRBENE.

REBEUEIIE N SHA U THEE R | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFk
mMLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES B R FAS
HWEBERSBENFER. SRRLFFRHELUTUNSE09K:
1. iEk7iA: 285 POST #1 GET A= , IXE{ER GET i53k , iEEAIEAEXE.
2. IERENLBEELHIFIZR (Describelnstances)YiEki%=Z A : cvm.gds-cloud.com, SERRAVIEKIGERIEZORBERNABDMNAR | HENSEORE,
3. ERIRZ: MBIRATAPIHISERISZETER / .
4. {ERFR R B E— S ERRIE RS,
BRIESEBAIFHENNA: ERTE + BREN +EKER + ? + BREFH
TRBIHHESR R

GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKID
z8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL EiEsd F— SRS S BN FHREHTES | ABIEERMNES B Base6d HHTHID , AT REALNERE,
EHRATEIT , LA PHP S 1fI:

$secretKey = 'Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=08&Region=shanghai&Secr
etld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REERINEEET:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRIHESIIARN , AT A EERGIhRIFESGHTERINE | SRIRESSSHIF R —ZEa.

3. R BRI

ERRIERBHEEREABERSL , FEWEBT URL R,

W E—ELERAIR B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , BEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5RT
HEREREEATIEK URL,
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R INERAPEERIS AR GET , Bi&EiERI5i%A POST @Rt Content-Type 4 application/x-www-form-urlencoded , MIAS5%ERATFAEERSEEESTESMH URL
WG, SHEN=-FFSAREMB. IF ASCI FRFE URL FRIBRIEESEIL UTF-8 BHT4RAS.

R | PRREESH http EERBENATESEUA{T urlencode , FEXHERT , AREXNESHMHT URL KT , UK URL FHSLSHEZLM.

R : Rt S BB TEH TR . HESRA RFC 3986, fEMH %XY MRFHFFRHMINFHTED RS  HF XY A+NHHFRH (0-9 MAEFE AF) |, ERNS
H5IRMER,

4. B2

IRIESERRIEN , A FERRMANEHRD | BIRECRERE

HRA SEIRER
AuthFailure.SignatureExpire SEILH
AuthFailure.SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld ESHIEE (RR= API 5§88 )

5. ERIER

FESCORVER APL 3.0 BY | #EEERECENRERZ SDK 3.0 , SDK HETERANIR | FANRXE-RRHNERZOND, FMEES0 SDK Fub, HRISHFIIRE

EBESH:

e Python

* Java

* PHP

* Go

* JavaScript
e NET

NTEERRRSRITRE , TEUERREES AP, B LArERSEERTIL. SROES. ERNEONSHNEERL ASETRRE AR ABREERY
2, FrEsERY , TTAIBRE[ER SDK.

REHAY url AT8ER ¢ https://cvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdk
Xt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RGIPHEPERENN |, MESARERSLEAE , FELISEL url FEXEESPIFSER curl EHSEARSIREEIGER | SR, NTEZ—TLL
EFRER url |, FEEBRGIFHY Secretld F1 SecretKey NELZE , FH{ERRFZHREIRIEEAIES Timestamp ,

IR ETENTS  ARRRES  EERESETEEI url TEEEEAR , RIASENIUFARE | BXHAFBERE. REMESHEEE  BERITE
IERRRPA],

IR LUMUB(UERT APL 3.0 , FeEERATEMNERME | BIEZIBRA APl , HTFEEADERBSSHERITEBIR | BLIANIRAISSIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Kt ERB : Tencent %103 #*103m
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Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);
}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gds-cloud.com/?");
// EBRERISEHITFIHR | At TreeMap{RIEIRFE
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}
return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gds-cloud.com/?");
// EBRERAurl I SHIRF B EK
for (String k : params.keySet()) {
// BEStEKEHTurlencode , BT key#BRENFE , Huthab{dHvalueiftfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprI LABzhHER
// SEPRVEFERT RIS REBENEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // AH&#
// SEFRARRI R R RS ARIATE , Flg0 :  params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~E2%4
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE"); // AESE
params.put("Action”, "Describelnstances"); // AHE52]
params.put("Version", "2017-03-12"); // ~"H&%4
params.put("Region", "shanghai"); // NS5
params.put("Limit", 20); // W55
params.put("Offset”, 0); // WSEEL
params.put("Instancelds.0", "ins-09dx96dg"); // W54
params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // ASE
System.out.println(getUrl(params));

Python

EE  GIERETE Python 2 IMBHIEST , EBESLIEE requests {KIRE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.gds-cloud.com”
data = {

Kt ERB : Tencent %11 ;7 #103@m
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'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce': 11886,

'Offset’ : 0,

'Region' : 'shanghai’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version'": '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A SCRRER | BRINERTREF =it 28
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIREHATE: 2025-03-12 16:34:40

REF APL 2B MEEERMITEHIIE , IS MERBREELTLERSHPEESERIER (Signature ) ISIEERES). SREEHREFIEEMN  T2FIE
B4 Secretld # SecretKey ; EFFERIRAEREFEIL , IBRIESAPIREREARE , ENLEBEAAPEEO.

sEEr ~
1. RigZEFIE
S REREAPIZE , BEEEAPIEARARERS ST, 2o TS Secretld Fl SecretKey :

* Secretld BF+rR APLIERE S
* SecretKey FIFINEEE FRIBEMIRS SN IEESE FRBENEH.
* APRIERREREEIE , R,

REREFENERSERUNT :

1. BRHEAEREEPOEEA.
2. BifE=APIZRREHI & TUE
3. FERAPIESATE , sy [Fr2] BDATLABIZE—3dSecretld/SecretKey

R FFRARSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAE . K235 Content-Type: application/x-www-form-urlencoded Y&z, X3FPOSTHi% , BRisziF Content-Type: application/json LK
Content-Type: multipart/form-data FFpHMIER , json IEREARTE W SEOITSRS |, multipart 18X RBFESEOXRF , WEZEOARRERER json 18UER , &
Z BRSSO AER,

THURRSHEAT MNXEAFIREANF , SEBNMESZANTEERE. FHIIBETEILAFIRNFANSE  Limit 70 Offset , £/ GET 75/5@M.

BIZFFEY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. JHENEERER
FRATTASHHENBEIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k /5% ( GET. POST ) , Affld GET ;

e CanonicalURI : URI 2%, AP1 3.0 EERIERAT (/) ;

* CanonicalQueryString : &2 HTTP 53k URL FREIAFRFE , 3F POST iEK , EEATFRIE , XWTF GETiEk , WA URL a5 (? ) EEMNFHERNS , &
RGIEUES : Limit=10&Offset=0, i¥& : CanonicalQueryString E45d URL 4R7A3.

* CanonicalHeaders : 258 ZRLEHER | ZEA host F1 content-type FINSLER , t(BATIIABEN LSS 5EBIUEEESEKRKIE— L2, HHEm
M : 1) k3B key 1 value Zi—4eANE |, HEIRERETHE | 1RER key:value\n 18z0HEE | 2 ) Z0LER , IREBSLED key (/NB ) BOFERHEFRHTHEE, 1LGIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.gds-cloud.com\n

e SignedHeaders : £25&FRILEHMER | IRBBLLRIERBHLLESETES , 1 CanonicalHeaders B 2HILEBRNBRE—XIMAY. content-type 1 host Wik
SLEB, HEEEIM - 1) SLEB key F—HR/NG | 2) Z40LEE key (B ) REBFEHHEFHTHE , FHEUSS () DR, WHFIFH : content-type;host

¢ HashedRequestPayload : IERIEXHIGF(E , IHE %A Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i&RkEEANIEX payload f# SHA256
1a% , RE+\HHRED  RRRBRERINEFR. T8 : 3T GET 53K , RequestPayload EEAZTFHFE , XJF POST i53K , RequestPayload Bijg HTTP
BKIEX payload.

IRIELA LRI, OIPERIAITEIERSBUT T RmEHT , \n BTFBE BRI —78K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gds-cloud.com

content-type;host

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. PSS B F/HR
AT SS S

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &8&% , BRIEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : iEKAJIEE, , BRBKLERAY X-TC-Timestamp BUE , W0 ERFliE®R7 1539084154 ;

e

¢ CredentialScope : EiFSBE , #8249 Date/service/tc3_request , @& HEA. FRERAIIRSTILRIEFFFE (tc3_request ) . Date J3 UTC fRERTEINELE] , BUES
EMAHSH X-TC-Timestamp #&EAY UTC #RERNEIBE—3 ; service AF-RE , LRSERNFRIZE—5 , fl0 cvm, 30 ERpliERK , BYES 2018-10-

09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSEBRHHZAIENEIERKEMIAHE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RMEFEIEL X-TC-Timestamp &S5 , BRI UTC+0, MRIMARFERMHXESR | flalFR/\X |, SSHEAXRMGE RERRT  E22ERERY
TERM. RIgAIERGY 1551113065 , 4/ \KART[ELZ 2019-02-26 00:44:25 , {BZITHESEIRY Date BY UTC+0 RIRHAR 2019-02-25 , MiAE 2019-02-

26,

2. Timestamp /AR HRIRFAE , BRHRRENGIRERNDRRSH , MREEESRDHNGERY. MRKEEIIRERERS |, ATESEIET—R

RIS | IERGERY (IREEZTHER ) .

IRIELA LR, ROIPEEINGESFARUT (ATRREN , \n BTRBISRITEHIN—TE8R) -

TC3-HMAC-SHA256
1539084154
2018-10-09/cvm/tc3_request

91¢9¢192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. it HESE

1) IHEIRESERN |, ARBET
SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

* SecretKey : JRIAHY SecretKey ;

 Date : B Credential fhfJ Date FER{=E. , @7~ , /92018-10-09 ;

e Service : B Credential #9f4 Service FE¥EE , W L7RB , 3 cvm ;
2)IHESE , HREBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EIHEBRIRIRES SR |
* StringToSign : BB EBRIRGFERF/RE |

2.4. 4% Authorization
RN H&EHHE Authorization :

Kt ERB : Tencent
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Authorization =
Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', "

‘Signature=" + Signature

* Algorithm : &&75% , EEH TC3-HMAC-SHA256 ;

e Secretld : Z4ARIHAY Secretld ;

e CredentialScope : W.EX , FIEEHE ;
* SignedHeaders : . EX , 258 BHLEES

* Signature : &

HRIELAERI | REIREEIRIES |

e

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582

db9e9bf4672ba50567dbalbc6ccfl74c474

BRETEIRBESNT

https://cvm.gds-cloud.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.gds-cloud.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: shanghai

3. &K M

RIESLIRENR | FAELTERAMANERG | SRIESRERAE

=L Sae T
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N

BRER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

Kt ERB : Tencent
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
private final static String ENDPOINT = "cvm.gds-cloud.com”;
private final static String PATH = "/";
private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));
}

public static void main(String[] args) throws Exception {
String service = "cvm®;
String host = "cvm.gds-cloud.com”;
String region = "shanghai”;
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhhhkk 7559,% 1 0 ?#;%im?@i%*% *kkkkhhkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

// *kkkkkkkhkkhkkk ﬁ&% 2 0 ﬁ?%%ég%% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkkkhkkkk ‘/555,% 3: .H.%Eg kkkkkkkkkkhkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkkhkhkk ./l)]}gV% 4 0 ;#?;S% Authorization dkkkkkkhhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gds-cloud.com”

endpoint = "https://" + host

region = "shanghai"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkhkkkkk 55% 1 0 ﬁ?%mﬁi?*% khkhkkkkkkkkkk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# kkkkkkhkkkkkhk ig% 2 : ﬁ?%f%%g?ﬁ% kkkkkkkkkkkkhk
credential_scope = date + "/" + service + "/" + "tc3_request”
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *hkkkkkhkkkhkhk 53% 3 : i—-l—%%g *hkkkkkhkkkhkhk
# I ESERHERE
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# whwkskkiok ST A - 4 Authorization ** ki
authorization = (algorithm + " " +
"Credential="+ secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", "
"Signature=" + signature)

print(authorization)

# NHSERINEERKED
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headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BREEH
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1. IRSSHbE

iz (Region ) RIEYIEAVEIEROAIMIERYE, HERMERZMRIEARMEZ ATERE  REFARBEEDRAEEIREEAISENT. ATRHERHONE, BT EE

B, EERRREREE .
ERTLUEE APLED EifFtiRSIR BB,

2. BIEMY
BEARMZ APl fUFFEEOLEIT HTTPS #TEE | iRHsTe MBS EE.,

3. 1BKRAE
S HTTP 53K 7554%:

e POST (¥#=F)
* GET

POST i&3k37#5#9 Content-Type 288! :
e application/json (#7% ) , “JAfERA TC3-HMAC-SHA256 E&731%,
* application/x-www-form-urlencoded , #7fsiF HmacSHAL & HmacSHA256 &&75i%.

» multipart/form-data ({RERDIEOIE ) |, KER TC3-HMAC-SHA256 &7,
GET IBKRANERBA/NAREEBIT 32 KB, POST iEKEHSERE75EN HmacSHAL, HmacSHA256 RIARS#EIT 1 MB, POST iEkFERER A8 TC3-HMAC-SHA256 At

245 10 MB,

4. FRIImES

I9fEFUTF-84w%3.,
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205 EE RS
PARARSS AT O EBLHIRES K (DescribelnstancesStatus) 2017-03-12 kAl , EEMAMAY , HAEEAGREINTA :

{
"Response": {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}
}

* Response REMREPHI Requestld REENFE , TILEKRAINES , RE APIQET , WHESIRE,

e Requestld BF— APL iEROE—RR , 1R APL HIISE | ATLABCREA] , FHEMZ ID ARREE,

° BRTEENFRIN , ERIGAENEOENNFER , ARNEOFMRENFERS IEOMERIEN., HFIFRY TotalCount #1 InstanceStatusSet 154
DescribelnstancesStatus #[ENXFER , HFEABRNAFPEIIELSBERIRSEELS] , Bt TotalCount FEIEER FANRENES 0, InstanceStatusSet 5k A
z=,

=SS
ERBAIN , SRR -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

h
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

o Error WHIIREEZIERIERELY. Error ZERERIEMERAY Code 1 Message FERITERLMAT 2L EREIRT.

o Code HAREMHBMEIRID , HiERKH BT S RIR SRS A RO N AR O X R A RADS R B E T R R R AR T 2,
* Message B TIX/MERRENENRRR , BEUSERRARMN , LA TTRESEERSEEREN , AP AKX MREE,

e Requestld BF— APL iERIOE—HRR , 1R APL HIISE | ATLABCEREA] , FHEMZ ID SARREE,

ARSI P

REERPIIREFIE Error FER , MIFVER APLIZOENL,  Error i Code FERERNMEIRIG , AR SSERRTREHIMANERIDA NSRS , TRIIM T ARG,

fRIRMG SERAEA

AuthFailure InvalidSecretld FHIEE (RE= APL B$E8Y ) ,

AuthFailure.MFAFailure MFA &g,

AuthFailure.SecretldNotFound BRI,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEHER,

AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation Bk CAM 51,

DryRunOperation DryRun #4E , RFBEKRIGESZMINN , RESET DryRun 2%,
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FHIRED

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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HE8

SN=
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R EFTATE): 2025-03-12 16:34:40

il
&

»

HEHEBRTIRRAFZEOSNENNSE , NEEKE |, EEMEORMIEOEP B XESEHTIRE  EERERIITEETXLSH , TRERKEER.

ERAEV3
8/ TC3-HMAC-SHA256 SZ 7515 , AHSHEEH—1E HTTP Header iEKLEB+ , 41T -
SEATR i) wiE R

X-TC-Acti . = BEEORR. BESEEOXEPERASEATLSE Action AIREE. FIIN=IRSSSNEIISLAIFIZFRED |, BUES

-TC-Action String = .
Describelnstances,

X-TC-Region String = i S% , FRIRRE R EE MUHAVEEE. BOESHREESEEOXETMASHLLSE Region 9HE, T :

= FUBENATEERZSE , BOXEPSXIIASENREE | R B HEEEZSHEASE.

X-TC- Integer La7 UNIX B8, , alicsRA&#e APLIEKAIETIE], iI0 1529223702, iFE : MR SRS HBEEHEERESSH , £3RESK/YT

Timestamp 9 IR,

Hm

X-TC-Version  String BAERY APLBORRAE, EUESEROXERASAESE Version BikEE, FIAN=ARSS28A9MA 2017-03-12,

Hm

HTTP #RES AL ERRES |, gD

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Her,

- TC3-HMAC-SHA256 : £&75i% , BRIEIEEZE ;

- Credential : & EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIIIRER , BUBFZEFNTESE X-TC-Timestamp
BER UTC fRERTBIBER—3 ; service AF=ME , WRSBRNFRIHE—E, flflcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wsiseskiER ;

- Signature : EEZHE,

el

Authorization  String

IGRRFEBATFEAT Token , FERESIGRI BB —EMERM. IRRIEHEM Token FEZHAEIRRSEAZEORE, KEHHEIFE

X-TC-Token String Token

iyl

BEBHIE V]

{6 HmacSHAL 71 HmacSHA256 E&75i58 , AHSHFEESR—MEERSF , 1T

SHER ESid] Wik ik
Action String = BREREOBR. BUESEREOXETHASELNTESE Action B9IREE. HINI=IRSFNEDSLEITIFED |, BUER

Describelnstances,

S, FSRmRF R MR, EORZEEESEROXETRASHATLSEH Region RURE. £

Regi Stri 2

egron TG R m . ReEOARBORRSN , BOSERATIEIE | ISR SR TR,
Timestamp Integer 2 47 UNIX BHEE , BlCR AR APLiESRAOETE, 101529223702 , (R 5MERHEEEST A , 23 S THIER,
Nonce Integer 2 FEHNIEEEEL , 5 Timestamp BX&#SR , FIFBHLEEMING.

. TE=APIEZA FERIERIFRREHAY Secretld , —4 Secretld J3RIME—RY SecretKey , M SecretKey SFRARIBERER
Secretld String = .
Signature,

Signature String 2 BRER , FRSIERERNE A | FERFRELRYMASEITESH. BIMTERES EOSEME,
Version String 2 BERY APL HORRA, BUESEZOXRASATLSE Version AIRIE. GHIAN=IRSSEAMA 2017-03-12,
SianatureMethod | Strin = EB753 , BAISHS HmacSHA256 1 HmacSHAL, REFEEIESEN HmacSHA256 Bt , {8 HmacSHA256 Bkl

9 9T IEE, BEERIYER HmacSHAL BIEEE,
Token String = IRRHIERATARRY Token , BEESIGIIEHE—EMER. IGRZEHET Token FEEFDSERSERZEORE. KEBHER

ZEE Token ,
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utagdlEs

i ( Region ) RISVIEAVEHEH OIIMIEXE, HEAZRZMIDERRIET FEeREs | REAEERARAREEIREEISENE. ATIHELRE. 25 Tk
E , @NERRERERIEE .

ERTLLEE APLED EifFtiRSIR BESARRIETIE.
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NP RIUEE N
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EOFEHAE : 2020-11-16 14:59:20,
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Action
Version
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ProductGroupEngName
ProductCode
ProductName
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SubProductEngName
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N
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THHE : Calculate
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~BUE : p_cvm
RN E
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PR E
~BE : CVM

FreEhs
THIE : sp_cvm_sl

FrERTYE

EHE © BEHAEM-SINEL
ERs %]

& : CVM-S1

TTEEIES
ENE : v_cvm_cpu

THERTS R
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BB Wil FE¥FNULL Bl A

onitEne = s string ;fg;’?:(@core

TimeUnit =2 = String i_{;;gfﬁ?fonﬁd B B B, 9,

CalcUnit =2 = String ?ﬁgﬁﬂ i:E 2:8 3:8 47 5:% 67
3. S

SHEIR et R

Requestld String H—EK ID , ®RIEKRESIRE]., EIIEEEREIZRIEKA Requestld,

4. $EiRMY

ZEOE T SEERERAEIRG | EERIGEN AR,
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AddProductGateway
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1. EOfEA

EOEKES ;- bill.api3.gds-cloud.com,
A= RUEE X

ERAEOIERINEIRE : 200R/7D.
AT : 2020-11-16 14:59:20,

OIS E EN,

2. ANSE

IUTFERSEHGIRGIH T ZROBERSEO HSE

SEETR Vv
Action =
Version =
Region =3
ProductGroupName 2
ProductGroupEngName =
ProductCode =
ProductName =
ProductEngName =
SubProductCode 2
SubProductName 2
SubProductEngName 2

BillingltemCode 2
BillingltemName 2
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SubBillingItemCode 2
SubBillingltemName 2
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NS4, AEOBYE : AddProductGateway
NS, FEORE : 2018-10-25
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FERAEPXE
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FERARRENE
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P g

RGWE : p_cvm
FREXE
RENE . BEHIEM
FRENE
~HE : CVM

Fremis
RGME : sp_cvm_sl

FremPE

RUE © EHRIENL-SINE
FrrmEsE

THE . CVM-S1

IS
RGHE : v_cvm_cpu
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IfE : CPU

TR 2
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TR
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BB Wil FE¥FNULL Bl A

UnitEng = S String ?lggj:z%ore

TimeUnit a2 = String i_{;;gfﬁ?fonﬁd B B &, 2%

CalcUnit =2 = String ?ﬁgﬁﬂ i:E 2:8 3:8 487 5% 65
3. S

SHEIR et R

Requestld String H—EK ID , ®RIEKRESIRE]., EIIEEEREIZRIEKA Requestld,

4. $EIRMY

ZEOERSSERERAEIRG | EERIGENAHEIRT.
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2. ANSE

IURERSHGIRGIH T HOBERSENSOI 1S

SHER Wi FE¥FNULL
Action — &
Version —= &
Region 2 &
Id 2 &
A g
3. FitHE4]
SHER eSS Tk
Requestld String
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DeleteProductGateway
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1. EOfEA

EOEKES ;- bill.api3.gds-cloud.com,
(iH2] MsF=RuEENX
EONEZOIBRIREIRS] : 200%/70,
#EOSEFAIE : 2020-11-16 15:10:03,
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SHEBIR Wik FEYFNULL ESis
Action — & String
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4. FEIRAY
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DescribeBillSummaryByResourceGateway

BRITEFATE: 2025-03-12 16:34:41

1. Z=OEA

EOEKES : bill.api3.gds-cloud.com,
REGERIR LRSI
ERAECIERINEIRE : 200R/7D.
AT : 2024-08-01 17:06:27,

EOBIOEE &N,

2. ANSEL
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QueryTaxSwitchGateway
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OIS E EN,

2. ANSEL

IITERSHGIRGIH T ROBERSERO HSE
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HE : HE
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~EE : p_cvm
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& : CVM-S1
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g : CPU
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RBME : sv_cvm_cpu_s3
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R
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=
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FFFNULL ESis)

&= String

= Uint64
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B
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AR5 -
&FR Wi
Uin <
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X
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REFKER

AN TEOS|A : CouponsWater
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) mmIes
TradeNo £ =
OutfradeNo | 2 . SUING i@ : 20240912110368
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. A
ProductInf = & St =
roductinio = = nng [{"name": "\u89c4\u683c\u7c7b\u578b", "value": "\u6807\u51c6\u7248"}, {"name": "\udea7\u54c1\u578b\u5:
ofn1s40f"}, {"name": "\u5b50\u7f51", "value": "subnet-cgh97d9w"}, {"name": "\u5730\u57df", "value": "chongc
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A t 2 S Uinte4
moun = | = " SBIME : 4000000
TranTime = = Uint64 RIS
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DescribeBillFeeByRegion, DescribeBillFeeByRegionGateway, DescribeBillFeeByTag. DescribeBillFeeByTagGateway

B Diyvis FAYFNULL et fdk
. FERED
ProductCod ~ 5 St —
roductCode = & nng IE : p_cvm
=
ProductCodeName 2 = String FEEERR

~EIE : p_cvm
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RealTotalCost 2 B String <A : 4000000
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PayableAmount 2 B String S : 4000000
- _ . ReHwe
VoucherPayAmount 2 B String S : 4000000
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Trend =3 B SummaryTrend ggjéﬁ gg
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& : 4000000

Kt ERB : Tencent %41 1 #103@



O BASTCE

PayModeSummaryDetailltem

Rt EE LS BRI

AN O5 | : DescribeBillFeeByPayMode, DescribeBillFeeByPayModeGateway

E=N Witk FEFFNULL ESid]

PayMode — E String

PayModeName — S String

RealTotalCost = S String

PayableAmount P ES String

VoucherPayAmount 2 S String

Trend 2 S SummaryTrend
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SummaryByResourceTotal

RERLDEEFE

AN T#2O5|F : DescribeBillSummaryByResource, DescribeBillSummaryByResourceGateway
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PayableAmount 2 B
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RealTotalCost = S

DescribeGoodsPricelist

ERERINMETIRFE

#HANT#EO5 A : DescribeGoodsPrice, DescribeGoodsPriceGateway
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) REER, FEaNE , B : o,
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otalt-os = = n MBIE : 4000000
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GoodsNum = = Uint64 HRLHIT
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Kt ERB : Tencent

price*goodsNum

e

s
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e
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String ~HE : prePay
. HIRID
string & : ins-08cxpupy
) Fri@IREID
string E : pr-fld8dela
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BillingltemCodeName g B String ;ﬁ_g{?’;ﬂ%ﬁ
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SubBillingltemCodeName = & String i—%};ﬁgﬁ %

ActionType P S String ?Z{iﬂgzzﬁzﬂzﬂi prepey-deduct
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RegionType = 8 String ﬁ%?f;ﬁf s
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BatchCreateTime 2

fil

CreateUin

Quotaleft

et FRE : Tencent

FEFNULL

T
[=]

|

|

o

o

o

o

|

|

|

oy

o

iyl

iyl

|

il

fil

ESid)

String

String

String

String

Uint64

Uint64

Int64

String

String

String

String

String

String

Datetime

String

FEEFNULL el R
= String RN

~f5E : 4000000

5 String RIS ET

= S{FME : 4000000
= Stri REFZLTRM

& ring

~5IE : 4000000

fik

FEE
(B : 100004603015

REFER
THHE : CVMRESH

K& codeid

~GHE : card241031191255600
#oxid

E : bat672366379274a

EE
~ME : 200

RER
mBIfE - 100

RE&1: B, 3: BFIR, 9: B, 15: EidH
~ME: 1

FrEEATIE
TRBME : 2018-10-24 10:00:00

FUHAR 8]
& : 2018-10-24 10:00:00

(TEER | Of(T%, LFfT2:
HHE: 0

KRR E

~HME : 2018-10-24 10:00:00
BRI

A

e
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{
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"name":
"value™:
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. ) RS
= =
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{
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ThgeisieA
NSRBI Error 6, NEIER APLEECLKI. i

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”
2
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}
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AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &3k CAM 124X,
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