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ELEiFIE 'default’ => array('ip' => '127.0.0.1", 'port’' => 3306, 'user' => 'root’, 'password' => '123456', 'charset’ => 'utf8', 'mode' => 'async'), 'qcloudTag' =>
array('ip' => '10.182.21.52", 'port' => 3300, 'user' => 'ccdb’, 'password' => 'UEDh5ZVx93I0GYCs', 'charset’ => 'utf8', 'mode’ => 'async'), 'qcloudTagCheck’ =>
array('ip' => '10.182.21.52', 'port' => 3300, 'user' => 'ccdb’, 'password' => 'UEDh5ZVx93I0GYCs', ‘charset' => 'utf8’, 'mode’ => 'async'), 'cAuth’' => array( 'ip’
=>'10.182.21.52', 'port’ => 3300, 'user' => 'ccdb’, ‘password' => 'UEDh5ZVx93I0GYCs', 'charset' => 'latin1’, 'mode’ => 'async'), ); return $database; } /* * Sfj|
2 * EERR * BB * */ const DEFAULT_HANDLER = 'default’; const TAG_HANDLER = 'qcloudTag’; const TAG_CHECK_HANDLER = 'qcloudTagCheck’; const
CAUTH_HANDLER = 'cAuth’; /* * db % * */ const DEFAULT_DB = "test’; const TAG_DB = 'qcloudTag’; const CAUTH_DB = 'cAuth_test'; } #iEEE EEYIFEIERT/E
ARG—BE  BERLEENRS  IBEEE  BRE—EARIEIE. 2. idc/hosts_config.php **Ihge™ : TilfIRSEE **#51**: const CMSI_URL =
"http://sz.cmsi.isd.com/interface.php";// EERSurl , BF&IXEEEFIHME const ACCOUNT_URL = "http://account.tencentyun.com:50001"; // MkFBRSZurl static
$elk_url_module = array( self::ACCOUNT_URL => 'QC_ACCOUNT, ); //EE kixelkHEH TiEIRS static $elk_all_http_report = true; //EEFELEelkRSE
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SMFERE fields: name: "IXEB1IE FSFETTAIRAIERS" region: ${REGION} fields_under_root: true tail_files: true * IR AEE4jsond , JUAFEXANGRE
json.keys_under_root: true json.add_error_key: true * tags: ["tNFYRHE", "AILITEXES Ftaghnss , #H5FFER"] output.elasticsearch: hosts: ["10.21.0.9:9202"]
#username: "elastic" #password: "Console@2019*!!" bulk_max_size: 512 work: 3 flush_interval: 2s index: "traillog_server_log-%({+YYYYMMddHH}"
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"actionType":
"apiErrorCode":
"apiErrorMessage
"apiVersion": "1.0"
"errorCode":
"errorMessage": "",
"eventID": "a4e39f80c989532¢c47efa5dbco8366Fel",
"eventName "Consolelogin",
"eventRegion": "chongging",
"eventSource": "clou om/login",
"eventTime": "2020-12-16 10:12:41",
"eventType": "Consolelogin",
"eventVersion": "1.0",
"httpMethod": "",
"region": "",
"requestID": "a724ba9ld2e335c9e53b3068dd59e22d",
"requestParameters": {
"s_url": "cloud. .com"”
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I8

"project™: "--",

"resourceName": "*",

"resourceType": "account",

"resources": [],

"sourceIPAddress": " 5

"userAgent": "Mozilla/5.0 (Windows NT 16.8; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chr¢

3 FASRiERSH

1. REBARERSH

2. RERETHNERENSHIER , SERESH.

3. ALV EHRIHIARSHECOSH, BrRiIFETHEEEHTSH. FIHCRUUSHENENEFEREAIUSHEFRENZMEN. ESHEMER , SEEha
IRt AE - CloudAudit_QCSRole F45ECOSFullAccesssERg.
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1. MREGES , Blan7zip , BTREERME , AT REES WIS N EEE.,

2. puttty , BTFAEREZEIFEPAEWIndows RS EIHIEE MR |, AILAGEchiarkER Tk,

w=FRA
L. /tce/entrypointsh , #EEEIZ , SEAEEHHIESERIVES,

FITH : cd /tce && sh entrypoint.sh
HER  CREEMESBEIHTIZIIA | FTl—RER TEEXD.
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TRIESRE R IRSER | BEXIRSHIES + RO Tcurl | WIERASERERIER |, Hig0

1. kg tcloud-tcenter-platform-cloudtrail

HEZSSEIP | bral: 192.168.241.175 curl -v -d " http://192.168.241.175:50030 header SRASAZRE 200 , MBI AR E.

2. kg tcloud-cloudaudit-auditreport

HEANpodEMH , ps -efEEpythonHiEEFEF EstartAuth, startSignature, startSenBHig , WISREE , NFRBHITDRSIES.
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BREFR  EANZHSHEZEITNE , EERAEHE  JENRHESNEFESER  fENEES  EEAULERESAENE. SE5DME  BRARENHES
MREBEESE , FEENETUINE , EAKERRTHT .

RS TIERSKRE

#4Tps aux | grep QC , MZEmasterHFEF worker HIZRBIEFEIETT , workerHEAVEUER BRISTUE.

Bt BEEMGE

1. # Nauditreportfgss
2. cd /data/log/audit

FIFFSAIREN M , MRERERE  IREFEEE , —BEAIEREEE, | NRSIER.
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1. #\cloudtrailfgss , #147ps aux | grep QC , MZRworkerHfZEBIEEHIT. WMERARIES , HiTsh serversh -t restart -n QC_CLOUD_TRAIL , #{THRSES.

2. $ifTcd /data/release/cloudstrail/application/logs/sys && vim sys_{HHf}.log , EEEEEHHI "QC_CLOUD_TRAIL worker start" FshHAE , (15R&H |, B85
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. HRE/E5%1A)E , grep lookupEvents /data/release/cloudtrail/application/logs/detail/daily_{H#f}.log , MREFERERE , W1RHE |, iRiEresponse code#Jir
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4. cloudtrailfgg3fresponse code A0 , IRBHEIRSFIEE | HMEHIESRS.

5. # NauditreportfRs% , tail -f /data/log/audit /audit_report.loggerlog , &G REHMIER HEERK.

6. MREHVERERS , WEHIEERITHR , FELHEesHIHSE | EFREHNBEANNFEZE les mapping FAFHRE , SHBEANKLW , 2 ReshIEMREA |,

w

=
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IWESHIES

BT EFAYE: 2025-03-11 17:03:00

elasticsearchZRFtifE=

TS

elasticsearchZRGtHIHE , ToiATERIRIARSS.

R

T BRI TS | HHVE T BEAIES \MI IR RS | L SERIEEX,
vzbls:

1. # Nauditreport fR5S.

2. KT ERIGES | vim /tce/healthchk.sh 55—17/0 exit 0,

3. cd /data/release/tcloud-cloudaudit-auditreport/scf_report 11T bash service.sh -t stop , FIEEIEE N , IioEiRes serverfytai,

4. QhResRAERR , NERIERHITTNE , BEEEHREUES | TLUAesIREIEE.

5. cd /data/release/tcloud-cloudaudit-auditreport/scf_report &8& bash service.sh -t start, EFEzhauditreportiREiHigiHzEkafkazgiiZE NES.
6. auditreportxAfHiE] , FIBAWEE | HUE(RF(Ekafka , auditreportEF/Ga0 . M kafkahiBEUE , HEEIBASERK.

=
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A ES M5

BT EFAYE: 2025-03-11 17:03:00

ZHITHRTER BB , BATSEFEMRESLR.

TRER

VANYY
ERITEFAYE: 2025-03-11 17:03:00

WRIYEFA : Tencent

Z=EHit ( CloudAudit)

%257 54
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THITERBE TR,

TBES

BASE#ATE): 2025-03-11 17:03:00

TRIHE

WRIYEFA : Tencent

Z=Hit ( CloudAudit

226 T H#54

)
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LRRERERSOE , FEEINTFEDRNEE, RAEETkubernetesHTRRRARERE , JISEFFER (Kubernetes-5EH BENnodeTvm) BT

P

=

swoole worker

SHBREAR | RRMREREN , TLUBTEIN TR RN E RS R AL IR,

1. ZhEHNES,

2. $47kg tagke {node id}.

3. #117cd /data/release/swoole_tag/applicationvim product_env.php,
4. EIWORK_NUM—1T , BB RIS 7 B BEIREF.

5. BT,

elasticsearchEEH &

esEEHERFRAS D R SRR |, Ses serveriZEBeINER , AILUBEIENMnode TR TKIY B, SAIUSEFRMH (esi FiRit) .

Kt ERB : Tencent 5527 71 54
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BIDRE

BT EFAYE: 2025-03-11 17:03:00

Bid R shard , ZreplicateZ2iafesEEf , F(IILH 7 HUEFENERI Ak,
WeRA :
EEARENESNEIRBERT , ENEIABIENAMENRSNE. SaaBENESNEIAERT  ENEIREIRERAEINENRSAME | @idtranslogk
RIRSIBASER, SERSISENET A2 B ETRIMATIETT  BEaiESHENSEEERTS | AEERENER Bl gERIshard S RIS ERHNS
BT,

LRIARNET RRERIERT , esATLABINGRIAIEAZ shard 92 , NSEHL 7 SR RIERS.

=
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2ZER

BILEFAETE: 2025-03-11 17:03:00

)

BRENHSE

1. idc/database_config.php

o IhRE : BiEERE
=2

<?php class DatabaseConfig {
public static function getDbInfo(){

$database = array( //dictZE#a: db_name => FEEIFE

‘default’ => array(
'ip' => '127.0.0.1,
'port’ => 3306,
'user' => 'root’,
'password' => '123456',
‘charset' => 'utf8’,
'mode’ => 'async'

)

cloudTag' => array(

'ip' => '10.182.21.52',

'port’ => 3300,

'user' => 'ccdb’,

‘password' => 'UEDh5ZVx93I0GYCs',
‘charset' => 'utf8’,

'mode' => 'async'

)

cloudTagCheck' => array(
'ip' => '10.182.21.52',
'port' => 3300,
'user' => 'ccdb’,
‘password' => 'UEDh5ZVx93I0GYCs',
‘charset' => 'utf8’,
‘mode’ => 'async’
)
‘cAuth’ => array(
'ip' => '10.182.21.52',
'port' => 3300,
'user' => 'ccdb’,
'password' => 'UEDh5ZVx93I0GYCs',
‘charset' => 'latinl’,
'mode’ => 'async'
)
)i
return $database;

}

/*

* Ll
YR

* R

*/
const DEFAULT_HANDLER = 'default’;
const TAG_HANDLER = 'qcloudTag’;

const TAG_CHECK_HANDLER = 'qcloudTagCheck’;

const CAUTH_HANDLER = 'cAuth’;
/*

* dbg

*

*/

constDEFAULT_DB = 'test’;
constTAG_DB = 'qcloudTag’;

et FRE : Tencent

=81t ( CloudAudit)
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constCAUTH_DB = 'cAuth_test’;
}

HIEFREEMHER TFARG—&KE , EFARTEIRE  IBXE , KRE—ZLARE(F.

2. idc/hosts_config.php

° IoRE : MFIRSECE.
o HEBL

const CMSI_URL ="http://sz.cmsi.isd.com/interface.php";// iBEIRSurl , T &XEEFHRE
const ACCOUNT_URL ="http://account.tencentyun.com:50001"; // TP iR url
static $elk_url_module = array(
self:XACCOUNT_URL => 'QC_ACCOUNT',
) //EERZelkBE RS
static $elk_all_http_report = true; /2EHELBelkiRE
elk_all_http_reportFFX¥TFfE , 2iB£EMhttplAABRE TR elk,

1ERETETR

o HiFHEME pct99: 300ms,
o CPUfFERAE 20%.
° WFERE 10%.

FRAIER

it BEEIEMIIER 99.9%,

Kt ERB : Tencent
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AP Y
=81t ( cloudaudit)

WA (2019-03-04 )
API 155

IR SE#AATE: 2025-03-12 16:34:36

APIhRZA

V3

=ERLT
BOEH

LookupEvents

WRIYEFA : Tencent

EmbL

WERAS

=&t ( CloudAudit
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RAEAI
EOEH/vV]

ERITEFAYE: 2025-03-12 16:34:36

BEFR AP 2B MEEHER#TEMNIIE , EMERBEIEELTLERSHHEIERER (Signature ) USIEERESND.

B4 Secretld # SecretKey ; EFRFRIRAREFEIL , IFRIESAPIEERHEARE , ENLEBERAAPEEM.

P - s
1. RigREEIE
EE—RERA=APIZAT , BRIFRAPIZARERIELESEIE. LEEIFEIE Secretld F SecretKey :
* Secretld BF+rR APLIERE S
e SecretKey FATFINEEE FRIEMIRS SmIIEESE FRIEBNEH,
* FAPRIIRRERSEI  BRtE,
BRI ERSEBINT

1. ERBEAEEEEPOETIE,
2. HHE=APIESHRIEHI S TRE
3. ERAPIZSARE , M [#2] BPRILABIZE—XdSecretld/SecretKey

R FFRARERSTLUAER Secretld / SecretKey,

2. ERERE

BT &eFEiESecretld 7l SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR RERERA , SHRIERFSCRREEY Secretld #1 SecretKey #HT/EEHRME !
LU=fRSS 8B AL (Describelnstances)iEk A6l , HEPERX—ZOR , EiERkSHATENT:

SHEWR 225°8 SHE
Action Yahrx=] Describelnstances
Secretld Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRRTERX S, shanghai
Instancelds.0 RFEBRYSLHIID ins-09dx96dg
Offset fmigE 0
Limit RAFIFRE 20
Version BEORASS 2017-03-12

2.1. HSHEF

=81t ( CloudAudit)

SEEBHZLEEER , R

BSETEIERSHIRSHERTHRE ( ASCILED ) FFEHF. T8 1 1) RIRSHEHTHR | SEERSYNER , R25HA/N ; 2) £ ASCIEBELA/N , 10
Instancelds.2 ZH7E Instancelds.12 f5H , AREFER , BARREE. BRALIEEREES TE0BXHIFRECTINX—I088 | 40 php ##J ksort HE. LiRwpl

SHAHFERIT:

Kt ERB : Tencent
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'Action’ : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset : 0,
‘Region'’ : 'shanghai’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',
}

ERECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. PHeES KRR

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B EEHEA Action=Describelnstances ., & : "S¥E" ARBETMIFUrRBEE.

REBEUEIE N SHA TR | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFk
mMLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES B IR FAS
HWEBERSBRENFER. SRRLFFRHELUTNSE09K:
1. i5k7iA: 285 POST #1 GET A= , IXE({ER GET i53k , iEEAEAEXE.
2. IERENEELHIFIZR (Describelnstances)YiEki%=Z A : cvm.gds-cloud.com, SEFRAVIEKIGZRIEZORBERNABDMNAR | HELSEORE.,
3. ERIBE: MBRATAPIHISERISZETERN / .
4. {ERFR R B E— S ERRIE RS,
BRIESERAIFHENNA: ERTE + BREN +EKER + 2 + BREFH
TRBIHHESR R

GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKID
z8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL EiEsd F— SRS S BN FHREHTES | ABIEERMNES B Base6d HHTHID , AT REALNERE,
EHRATEIT , LA PHP B 9fI:

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=08&Region=shanghai&Secr
etld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

RIS EET:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRIHESIIARN , AT A EERGIRRIFESGHTERINE | SRIRES S S 7 —ZEa.

3. R BRI

ERRIERBHEEREABERSH , FEWEBT URL R,

W E—ELERAIR B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , BEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5RT
HEREREEATIEK URL,

Kt ERB : Tencent 533 1 H#54m
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R MRAPNERSER GET , BREERAZEA POST @R Content-Type J3 application/x-www-form-urlencoded , MI&EERATFAEERSEEESTEM URL
WG, SHEN=-FFSAREMB. IF ASCI FRFE URL RIBRIEESEIL UTF-8 BHT4RAS.

R | PRREIESH http EERBENFTESEUA{T urlencode , FEXMERT , AREXNESHMHT URL KT . BUAK URL FHSLSHEZLM.

R : RittS BB TEH TR . HESRA RFC 3986, M %XY MRFHFFRHRINFHTED RS  HH XY A+NHHFH (0-9 MAEFE AF) |, ERNS
H5IRMEIR,

4. BZEM

IRIESERRIEN | A FEBAMANEHRD | BIRECRERE

HRA SERER
AuthFailure.SignatureExpire SEILH
AuthFailure.SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld BRAEE (2= API ZHEEY )

5. BRIER

FESChRVER APL 3.0 BY | #EEERECENRERZ SDK 3.0 , SDK HETERANIRE | FANRXE-RRHINERZOND, FMEES0 SDK b, HRISHFIIRE

B

e Python

* Java

e PHP

* Go

* JavaScript
* NET

NTEERRRSRITRE , TEUERREES A0, B LArER SRR, SROES. ERNEONSHNEERLL EASETRRE AR ABEERY
2, FrEsERY , TRFAIERE[ER SDK.

REEHAY url AT8EAR ¢ https://cvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdk
Xt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPHNEEEEEN |, MR ARRSALEATE , BB url FEXEEFITASRER curl EHSERARSRESIGER | SR, ATERI—LL
EFRE url |, FEEBRGIFHY Secretld F1 SecretKey NELZE , FHERRFZHRFIRIEEAIES Timestamp

IR ETENTS  ARRRES  EERESETEEIR url TEEEEARE , RIASENIUFARE | BXHAFAHBERE. REMESHEE  BERITE
IEARRPA],

IR LUTMUBB(UERT APL 3.0 , FeEERATEMNERME | BIEZIBRA APl , HFEEADERBSSHERITEBIR | BLANIRAISEIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

MRt FrE : Tencent 34 T 154
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}

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {

}

StringBuilder s2s = new StringBuilder("GETcvm.gds-cloud.com/?");

/] EEWERISEHITFIEER | b ATreeMapfRIEIRFF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

}

StringBuilder url = new StringBuilder("https://cvm.gds-cloud.com/?");
// EBRERAurl I SHIRFREEK
for (String k : params.keySet()) {
// BEStEKEHTurlencode , BT key#BRENFHE , Huthab{dHvalueiftfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABzhHER

// SEPRVEFERT R (EREBENEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // AH&#

// SERRVEFRRT R S ER RS ZR0RTE , fa0 :  params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~ES%4

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE"); // AES#

params.put("Action”, "Describelnstances"); // AHE52

params.put("Version", "2017-03-12"); // ~H5%4

params.put("Region", "shanghai"); // AE51

params.put("Limit", 20); // \555#1

params.put("Offset”, 0); // WSEEL

params.put("Instancelds.0", "ins-09dx96dg"); // W54

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AS#
System.out.println(getUrl(params));

Python

FEE : GNERETE Python 2 IMBHIET , EBESLIE requests {KIRE :  pip install requests

# -

- coding: utf8 -*-

import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name_ ==

__main_"

endpoint = "cvm.gds-cloud.com”
data = {

Kt ERB : Tencent 535 1 H#54m
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'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce': 11886,

'Offset’ : 0,

'Region' : 'shanghai’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version": '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A SCRRER | BRINERTREF =4It 28
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIREHATE: 2025-03-12 16:34:36

REFM API £XBMETERMITEHIIE , ESMERBREELTERSHPEESERER (Signature ) ISIEERES). SREEHREFIEEMN  T2FIE
B4 Secretld # SecretKey ; EFFEIRAEREFEIL , IBRIESAPIRERHEARE , ENLEBEAAPEEO.

sEEr ~
1. RigZEeFiE
S REFIEAPIZ AT , BRI SAPIEARER SRS ST, e EFSE Secretld Fl SecretKey :

e Secretld FBFRR APL ERESH
* SecretKey FAFINESE FBIRS RIS A F T REIEHE.
* FAPRIEIRIRERLEIE , BRtE,

REREFENERSERUT :

1. BRHEAEREEROEEA.
2. BifERAPIZRREHI S TUE
3. FERAPIESATE , sy [Fr2] BDATLABIZE—3dSecretld/SecretKey

R FFRARSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&713%

R WFGETAE . K235 Content-Type: application/x-www-form-urlencoded t¥ig&=t. X3FPOSTHi% , BRisiF Content-Type: application/json LK
Content-Type: multipart/form-data FFpHMIER , json IEREARTE W SEOITSES . multipart 18X R BFESEOXRF , WEZEOARBEGER json 18UER , &
BRSSO AER,

THURRSHEAT MXEAFIREANTF , SEBNMESZANTEERE. KB TEILGFIRNFANSE : Limit 70 Offset , £/ GET 7515EM.

BIZFFEY Secretld #0 SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. JHENSEER SR
RIS HHENBEIERES ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k /5% ( GET. POST ) , AfldA GET ;

e CanonicalURI : URI 2%, API 3.0 EERIERAT (/) ;

* CanonicalQueryString : &i#2 HTTP 53k URL FREIAFRFE , 3F POST iEK , EEATFRIE , XWTF GETiEk , WA URL HaF (? ) EEMNFFERNS , &
REIEUES : Limit=10&Offset=0, i¥& : CanonicalQueryString E43 URL 4R7f3.

e CanonicalHeaders : £25&ZRLEHER | ZEA host f1 content-type FINSLER , (BAIIIABEN LSS 5B IUEEESEKRIE—EIZ e,
M : 1) 3kEB key 0 value Zi—4eANE |, HEIREREHE | 1KER key:value\n 18z0HEE | 2 ) Z0LER , IREBSLED key (/NB ) BOFERHEFRHTHEE, 1B
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.gds-cloud.com\n

¢ SignedHeaders : 258 ZRLIBER. | IRBALRIEREHL LIPS 5 THS , 1 CanonicalHeaders B 3HILEPRBTE—FIMAY. content-type F host Jouiise
SLEB, HEHEERIM : 1) SLEB key F—HR/NG | 2 ) Z40LEE key (B ) IREBFHHFHTHEE , FHFEUSS () DR, WHFIFH : content-type;host

¢ HashedRequestPayload : IERIEXAIGF(E , IHE %A Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP &R IEX payload f# SHA256
187 , RIa T R , RERESREIEMINEFE. TR : }WTF GET &K , RequestPayload EEAZFFE , 33F POST i&K , RequestPayload Bl HTTP
BKIEX payload.

IRIELA LRI, BIPERIAITEIERBUT ChTRmEHT , \n BTFBE BRI —781) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gds-cloud.com

content-type;host

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. PSS B F/HR
AT RS E

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &8&% , BRIEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : iEKAJEE, , BRiBKLERAY X-TC-Timestamp BUE , W0 ERFliE®RA 1539084154 ;

=81t ( CloudAudit)

¢ CredentialScope : EIFBE , #8249 Date/service/tc3_request , @& HHEA. FRERAIIRSTILRIEFFFE (tc3_request ) . Date 3 UTC fRERTEINELE] , BUES
EMAHSH X-TC-Timestamp A9 UTC #RERNEIBE—3 ; service AF-RE , LRSERNFRIZE—5 , fl0 cvm, 30 ERpliER , BYES 2018-10-

09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSBHHZAIENEIEREAINEHE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RMEFEIEL X-TC-Timestamp &S5 , BRI UTC+0, MRIMARFERMHXESR , flalFR/\X |, SSHAXRMGE LREART  E22ERERY
TERM. RIgAIERGY 1551113065 , E4/\KART[ELZ 2019-02-26 00:44:25 , {BZIHHSEIRY Date B UTC+0 RIRHAR 2019-02-25 , MAE 2019-02-

26,

2. Timestamp /AR HRIRSNE , BRHRRENIRENDRRSH , MREEESRDHNGERY. MRKEEIIRERNERS |, ATESEIET—R

RIS | IERGERY (IREEZTHER ) .

IRIELA LR, RO EEINGESFHRUT (ATRREN , \n BTRBISRITEHI—TE8R) -

TC3-HMAC-SHA256
1539084154
2018-10-09/cvm/tc3_request

91¢9¢192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. it HEE

1) IHEIRESERN |, ARBET
SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

* SecretKey : [RIAHY SecretKey ;

* Date : B Credential fhfJ Date FER{=E. , @7~ , /92018-10-09 ;

e Service : B Credential #f3 Service FEXEE , W LB, 3 cvm ;
2)IHESE , HREBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EIHEBERIRIRES SR |
* StringToSign : I BRI EBRIRGFERFRE |

2.4. 4% Authorization
RN H&EHHE Authorization :
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Authorization =
Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', "

‘Signature=" + Signature

* Algorithm : &&757% , EEAH TC3-HMAC-SHA256 ;

e Secretld : Z4ARIHAY Secretld ;

e CredentialScope : W.EX , EIEEHE ;
e SignedHeaders : X , 258 BHLEES

e Signature : £&1&

HRIELAERI | RAIREEIRIES |

=81t ( CloudAudit)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582

db9e9bf4672ba50567dbalbc6ccfl74c474

BRETREIORBESNT

https://cvm.gds-cloud.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.gds-cloud.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: shanghai

3. &K M

RIESLIRENR | FAELTERAMANERTG | SRIES RS E

=L Sae T
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N

BRER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

Kt ERB : Tencent
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
private final static String ENDPOINT = "cvm.gds-cloud.com”;
private final static String PATH = "/";
private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));
}

public static void main(String[] args) throws Exception {
String service = "cvm®;
String host = "cvm.gds-cloud.com”;
String region = "shanghai”;
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhhhkk 7559,% 1 0 ?#;%im?@i%*% *kkkkhhkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

// *kkkkkkkkkkkk ﬁ&% 2 0 ﬁ?%%ég%% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkhkhkkkk ‘/555,% 3: .H_%Eg kkkkkkkkkkhkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkkhkhkk ./l)]}gV% 4 0 ;#?;S% Authorization dkkkkkkhhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gds-cloud.com”

endpoint = "https://" + host

region = "shanghai"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkhkkkkk 53% 1 0 ﬁ?%m;‘ii%gz% khkhkkkkkkkkkk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *hkkkkkhkkkkkhk ig% 2 : ﬁ?%?%%g?ﬁ% kkkkkkkhkkkhk
credential_scope = date + "/" + service + "/" + "tc3_request”
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L-I—%Eg dhkkkkkhkkkhkhk
# I ESERHERE
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

#f whwkkook ST A - 4 Authorization ** ki
authorization = (algorithm + " " +
"Credential="+ secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", "
"Signature=" + signature)

print(authorization)

# NHSERINEERLED
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headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BREEH
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ERUTEHAYE): 2025-03-12 16:34:36

1. IRS5 e

iz (Region ) EIEYIEAVEIER OAIMIERYE, HERMERZMRIEARMEZ ETERE  REFARBRDRAEEIREEAIRENE. ATRHERONE. BeTEE

B, EERRERERIEE R,
ERTLUEE APLED EifFtiRSIR BB,

2. BIEMY
BEAMZ APl fUFFEEOLEIT HTTPS #TEE | iRHsLe MBS EnE.,

3. BKRAA
S HTTP 53K 7554:

e POST (¥#=F)

* GET
POST i&3k37#5#9 Content-Type 288!
e application/json (¥#7F ) , W/RFER TC3-HMAC-SHA256 &E& 5%,
* application/x-www-form-urlencoded , #7fsiF HmacSHAL & HmacSHA256 &&75i%.

* multipart/form-data ({RERDHEOIE ) |, KRER TC3-HMAC-SHA256 &&75%,

£
GET iERAERBR/INAEHET 32 KB, POST i5KEREEE/A HmacSHAL, HmacSHA256 RIS 1 MB, POST iEK{EREZ 7558 TC3-HMAC-SHA256 B

245 10 MB,

4. FRIImES

I9fEFUTF-84wA3.,

et FRE : Tencent
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IEfER AR
IR SRR CIE B AURASIE (DescribelnstancesStatus) 2017-03-12 KAl , EVAFBALT , ELPTAEROREATT

{
"Response": {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”
}
}

* Response KREMREPHI Requestld REENFE , TILEKRAINES , RE APIQET , WHESIRE,

e Requestld BF— APL ERAOE—RR , 1R APL HIISE , ATLABCREA] , FHEMZ ID ARREE,

° BRTEENFRIN , ERIGAEKEOENNFER , ARNEOFMRENFERS IEOMEPIEN. HEIFRY TotalCount #1 InstanceStatusSet 154
DescribelnstancesStatus #[ENXFER , HFEABRNAFPEIIELSBERIRSEELS] , Bt TotalCount FEIEER FANRENES 0, InstanceStatusSet 5k A
z=,

TEIRIR AR
ERBAN , REERANTT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

h
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

o Error WHIIREEZIERERELY. Error ZERERIEMERAY Code 1 Message FERITERAMAT 2L EREIRT.

o Code HAREMHBMEIRID , HiERKH BT U RIE SRS A RO N A O X M A S IRADS R E mE T R R R AR TS 2.
* Message B TIX/MERRENENRRR , BEEUSEKERRARMN LA TTRESEERSEEREN , AP AKX MR EE,

e Requestld BF— APL ERIOE—HRR , 1R APL HIISE , ATLABLREA] , FHEMZ ID SARREE,

ARSI P

REERPIIREFIE Error FER , MIFVER APLIZOENL,  Error i Code FERERNMEIRIG , AR SSERRTREHIMANERIDA NSRS , TRIIM T ARG,

fRIRMG SERAEA

AuthFailure InvalidSecretld FHIEL (RE= APL E$HE8Y ) ,

AuthFailure.MFAFailure MFA iR,

AuthFailure.SecretldNotFound BRI,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEHER,

AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation Bk CAM 51,

DryRunOperation DryRun #4E , RFBEKRIGESZMINN , RESET DryRun 2%,
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FHIRAD

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

Kt ERB : Tencent

HHIRIEA

SIS SR
PIEBEEIR.
BEONMFE.
SHEER.
SHEYEREIR.
RIS ECAPRA.
ROSHEIR.
BORARFE.
TEREOREGEIS T SpRA.
B G .
BFEARE.
HFEMTFE.
HEAATA.
RIRIUE(E.
RANSEIER.
BT,

http(s)iERININEER , A3HF GET 1 POST 5K,

BOARSTISATE b,

=81t ( CloudAudit)
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D\

YHESEL

BILEFATE: 2025-03-12 16:34:36

N

AHSHERTPRBFTHEOSNENNSE, HE | 8 MEDRIRAEOX AP AEXLSHH TR , EEBRERIOTEETXLSY , FRIEFREER.

BRBHIE V3
{55F TC3-HMAC-SHA256 S5 75340 , AHSHHBS—HE HTTP Header iR , 41T :
e TR
IBIEIEOEH, IUESEROTRREA SEAEEE Action KIE, PIIZIRSSMEERABIZRED | BUEH

X-TC-Action String = Describelnstances,

X-TC-Region String = MRS, FsRimRS 2R E MR AIEUE. BOESIREES E R OSXSTMASE A TS Region UIREE, TR :
= FUBENATEERZSE , BOXEPSXIIASENREE | R B HEEEZSHEASE.

X-TC- Integer La7 UNIX B8, , alicsRA&#e APLIEKAIETIE], iI0 1529223702, iFE : MR SRS HBEEHEERESSH , £3RESK/YT
Timestamp 9 IR,

Hm

X-TC-Version  String BAERY APLBORRAE, EUESEROXERANSAESE Version BikEE, FIAN=RSS28AMA 2017-03-12,

Ho

HTTP $RES AL ERRES |, 4D

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Her,

- TC3-HMAC-SHA256 : £&75i% , BRIEIEEZE ;

- Credential : & EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIIIRER , BUBFZEFINTESE X-TC-Timestamp
BER UTC fRERTEIRER—3 ; service AF=@ME , WRSBRANFRIEE—E, flflcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wsiseskiER ;

- Signature : EEZHE,

el

Authorization  String

IREHEBFTFEAI Token |, BELSIGRSZEIE—ERMER. IIRTEEF] Token FEZHEIERSBARZEORN, KHEZHELATE

X-TC-Token String Token

iyl

BEBHAE V]

{6 HmacSHAL 71 HmacSHA256 E&75758 , AHSHFRESR—MEERSF , 1T

SHER Bt Wik R
Acti . = BENEOBIR. BESEEOSXETREASHLESE Action B9iREE. HIIN=IRSESNEIASLFEZIZFED , BUES
ction String =

Describelnstances,

S, FSRmRF R MR, EORZEEESEROXETRASHATLSEH Region RURE. £

- stri o
egron TG R m . ReEORRBGRREN , BOSRATIEIE | IR SR TR,
Timestamp Integer 2 437 UNIX BHEE , BliCR AR APLiERAOETE, 1011529223702 , (R 5MERHEEEST A , 23 S ITHIER,
Nonce Integer 2 FEHIEEEEL , 5 Timestamp BX&#SR , FIFBHLEEMING.
. TE=APIEZA FERERIFRREHAY Secretld , —4 Secretld J3RIME—RY SecretKey , M SecretKey SFRAERIBERER
Secretld String = .
Signature,
Signature String 2 ERER , AEEERERNE AN | FERPRBESRUEASEITEEH. BRTESES BN,
Version String 2 BERY APL BORRA, BUESEZEOXRASATESE Version A3RIE. BHIAN=IRSSEAMA 2017-03-12,
SianatureMethod | Strin = EB753 , BAISHF HmacSHA256 Fl HmacSHAL, REFEREIESEAN HmacSHA256 Bt , {8 HmacSHA256 Bkl
9 9T IEE, BEERIYER HmacSHAL BIEEE,
Token String = IRRHIERATARRY Token , BEESIGIIEHE—EMER. IGRZEHET Token FEEHDSERSERZEORE. KEBHER
ZEE Token ,
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usagdlEs

s ( Region ) RISVIEAVEIEHOIIMIEXE, HEASZRZMIDEFRIET FeRs | REAEERARAEEREEISEE. ATIHELRE. 25 Tk
E , @ERRRERIEE PR,

ERTLUEE APLED EiftiRSIR BESRRIEEIE.

=ERIT
LookupEvents

=
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&) BHETCE ZH#it ( CloudAudit )
RIAEFATE): 2025-03-12 16:34:36

1. gOEis

NSRS : cloudaudit.api3.gds-cloud.com,
WRAEREO
BUABE OIS RITERIRE) © 200%/%,

FEOEATE : 2023-01-04 16:19:42,

EOBINER L,
A N3
2. INSE]
LITNERSHGIF(GIH TEOBERSEINSDO ALESEH | BEARSHGIRNATLERSE,
BB Wi AFNULL B Eiiivay
Action 2 S String NHEBE , AEOBYE : LookupEvents
Version = & String AHSE, ANEORYE : 2019-03-04
Region = = String NHBY , WEHERREOATEEBISE,
. . HifFF Rt E
StartT =2 S Uint64
artiime = = " BIE 1729094400000
. . EifLERATE
EndT =2 S Uint64
natime = = " BIE 1729094400000
. BIrRRAEIHE
MaxResults & & Uint64 _
. - E : 10
. HifnR
NextTok & & St
extioken = = rng I : 82bf3ccad18b0db62eadf9790b969833
. . HiffBFuin
(0] (V] & & St
wnersin = = rng IE © 110000000023
. HiREMET
LookupAttributes & S Array of Attr —
P = = Y I : =
. BRER
LookupT S S St
ookupType A 8 rnng SRMHE : keyValue
. SRRBEMER
ContentValue & S Strin
= = 9 il - 100
N w
3. mHsE
SHBR ESid] i}
=
Events Events _
wE : EE
. ~—atoken
NextTok St
extioken N T : 82bf3ccad18b0db62eadf9790b969833
. BERE—R
ListOver Bool ol - false
. ReturnMessage
ReturnMessage Strin —
g g TUE : ok
Requestld String E—iEK ID , ®RIEKEPSIRE., BN EERMIZRIERKAI Requestld,
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4. EIRMY

ZEOERSSSERERAEIRTD | EMERIGFE N ATHRD.

RS

BITEFAYE: 2025-03-12 16:34:36

Attr
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BEAETET

#WaN O3S/ : LookupEvents

0 DAY FEEFNULL Sl R
AttributeKey = = String %@E’TE readWriteDetail,Username,ResourceName,ResourceType,EventName
~ME : Username
. . HHE
A Val & B
ttributeValue = = String SRENE © 110000000023
Attribute
EREMET
#INTEOSIA -
2 AT FEEFNULL et AR
Attributekey = = String %ﬁl}%ﬁ readWriteDetail,Username,ResourceName,ResourceType,EventName
=& : Username
, , EIWE
AttributeVal = & St
ributeValue = & rng SHBIE © 110000000023
ExportList
SHES
#WANTEO5|F : GetExporLogginglist
BIR WAIE FEEFNULL Bl R
D
d = = Uint64
A = " IE : 15
_ . FIFID
o U = = Uint64
wnerUin & = n MIfE : 110000000023
i i
CosBucket & & St
osBucke & & nng SMEIE ¢ allen3-1255000309
4 . b
CosRegion a & Strin =
9 = = g HNE : mr
SR 142 . . =}
ctatis = = Uint64 1_I%ULU LARME | 2:IEERE 3. B4R 4551R
~BIE : 3
) . FriARdIE
tartT & & t
StartTime a a String SIE : 2014-08-03 12:00:00
' . £EERATIE)
EndT & B =
ndTime A 8 string TGIE : 2014-08-03 12:00:00
_ . el
T & &
CreateTime & A String U : 2014-08-03 12:00:00
. . EFRIIE
UpdateTime & & string SBIE : 2014-08-03 12:00:00
, . FHSID
A = = 4
SubAccountUin & A Uint6 IE © 110000000023
FileSize & = String e

~BIfE : 580.934 KB
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B

StorageType

Resources

G NES
BN TEOS| : LookupEvents

B

ResourceName
ResourceType
ResourceRegion
ResourceCnName
ResourceEnName

ResourceTypeName

Events

BEE4

#HANTHEEOSIA : LookupEvents

B Wik

CloudAuditEvent =

Eventld =
EventName —=
EventTime =
Secretld =
ErrorCode =
RequestID 2
AccountID =

Kt ERB : Tencent

FBEFNULL

oy

iy

iy

iy

iy

iy

iy

iy

FEEFNULL

iy
a

Jalil

oy

iyl

|

o

String

String

String

String

String

Uint64

String

Uint64

=81t ( CloudAudit)

eS| fHik
AFNULL e e
. -
= String fﬁ? cloudaudit
= String iggiﬁ mr
= String ?E;;S:zgﬁﬁ
= String E}EZESF%IOM Audit
= String ﬁgfgﬁg =EIT
o
EHRE

~5E : {"actionType":"NonSensitiveAction","apiErrorCode":"System.Success","apiErrorMessage":"","¢
23 16:56:45","eventType":"ApiCall","eventVersion":"2.0","httpMethod":"POST", "region":"","requestID":
CN","Nonce":"1729673805","Region":"mr","RequestClient":"CAPI_GO_SDK","Secretld":" AKID***** s
07"},"project":"projectl”,"resourceName":"","resourceType":"csp","resources":[],"sourcelPAddress":"11
{"principalld":"110000000023","accountld":"110000000023","secretld":"AKID

{"uin": 110000000023, "ownerUin": 110000000023, "appid": 1255000309, "expireTime": 1729673865,

EfHid
5HE : 761lafc3c-ac48-c399-ac47-e26abf2303ff

EHER
~f5& : LookupEvents

H{4ATE
~EE : 2014-08-03 12:00:00

Secretld
RE : AKID

FEIRAD

HIE : 0

BRID

ME : 761afc3c-ac48-c399-ac47-e26abf2303ff

fkFID

& : 110000000023
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B

SourcelPAddress

EventSource

EventRegion

Username

Resources

UkeySign

ApiErrorCode

ApiErrorMessage

Project

ResourceTypeCn

ResourceRegion

EventNameCn

EventZhName

Data

#HiE
HAITEOSIA -

B

Events

NextToken

ListOver

il

il

]

]

|

iy

iy

il

oy

Kt ERB : Tencent

FEVFNULL 288
& String
= String
& String
5 String
5 Resources
= String
= String
= String
a String
B String
B String
B String
&= String

FEFNULL

&

S

=

Array of Events

String

Bool

g

JRipitetiE
EIE : 111.206.94.143

E LS
~fGHE : csp.api3.upgrade3110.fsphere.cn/

E=tls e
RGHE : mr

BR#&
& : 110000000023(root)

~E =

HFEF
EE : 8u8i9090

yunapif&iRi3
=& : System.Success

yunapigiR{==
& : Cloud API error.

=]
=& : projectl

ResourceTypeCn
TUE : IKSHEGZ(TCenten)-api-KS RSt

ResourceRegion

REHE : mr

EventNameCn
~fGl{& : ConsoleLogin

EventZhName
& : QuerySwitch

aS A

=
THHE : EF

DR

DIREEER
g : false

=81t ( CloudAudit)

IS : 69d4242f5c5546758384e6dabl2bfde6
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AR

BILEFATE: 2025-03-12 16:34:36

ThgeisieA
NSRBI Error 6, NEIER APLEECLKI. i

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”
2
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

Error 9 Code FRREIRIG , Message FRNZIBRIEMKEE.

HixRpg5IR

ARG
FHIRMG iz
AuthFailure InvalidSecretld FIHIEE (RE= APL B$H28Y ) |
AuthFailure.MFAFailure MFA $8i8,
AuthFailure.SecretldNotFound BIRAFE. RGO ERARECHKIREESR  IASER | FRERARREEIER , TRRIEMEETIE.
AuthFailure.SignatureExpire SEIIH. Timestamp FRSENAEENSBI RS |, HREAMEE BN EREIRE.
AuthFailure.SignatureFailure BEER, SEUEER  BURERAXNAEOSIOOSCES I EISRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &3k CAM 124X,

DryRunOperation DryRun #E , RFBERIGESZMINN , RESET DryRun 2%,
FailedOperation BRI,

InternalError HERERIR.

InvalidAction BEOAFE.
InvalidParameter SHEEIR,
InvalidParameterValue SHEUERIR,
LimitExceeded RIS FECEPR.
MissingParameter BRDSEEERR,
NoSuchVersion BEORATR .
RequestLimitExceeded TBERAOREGERT 7 SRR,
ResourcelnUse RRH S .
Resourcelnsufficient RRE.
ResourceNotFound RRFIE.
ResourceUnavailable BIRAT .
UnauthorizedOperation RISRURIE.
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$EIRIG 5388
UnknownParameter FHSEEER,
UnsupportedOperation BEARSHS.
UnsupportedProtocol http(s)IEKIPIEIR . R3HRF GET # POST i53K,
UnsupportedRegion BORSSAT &b,
A SEEEIRE

$EIRID 588
InvalidParameterValue.StorageTypeValueError TFIEHRESER
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