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BEEFATE): 2025-03-12 16:34:36
B EA#= APl £33N KFITEMHIIIE , I MNEKEBEEATERSHFEEEREE ( Signature ) LUSIEIEKRESD.

LR ERHTEEIIER , T2FIEEE Secretld #1 SecretKey ; EFRFIRISBLZEEIE , BRIF=APIZHEINERE , SUELEAR=
APIEM,

s=E e .

1. RigLZEeRFEiE

HEEIXER=APIZE] , BRERAPIZSANHRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#rR APLERES)D
o SecretKey FATFINZEEFRTRFIIRSS S8ImIIE S E =R,
o FAFWIT=IRIRERLEI , BaittEE,

HBLZeEIINEREERIT ¢

1. BRAEA=EEOEEIE,
2. BI{E=APIEZERYEHIATAE
3. E=APIESATUE , min [#rfE] BinTLAB#E—XISecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IUTREMRSSHIFMSTE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR XERER , SRIEAF RSN Secretld f1 SecretKey #HT/EEHRME |
LUBRSS 28 EELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , HiSkESHEaeT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEI]:R|E1/=1 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, shanghai

et FRE : Tencent =W
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e C 3L SHE

Instancelds.0 FFEIRRILABIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BRFEERS RS HBIIFERE ( ASCILEE) FHEHER. i3 1 1) RESESHTHR | SEEERSENENTT , 7850k ;
2 ) #& ASCII 78LE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [5HE , ARERFEE , TARKHE. BPYILMEMRIEES PRIEX
HERFRBCRSLIIX—INAE , 1 php B8 ksort i, HIRRBISHIHEFERNT:

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
'‘Limit' : 20,
‘Nonce' : 11886,
'Offset' : 0,
'Region’ : 'shanghai’,
'Secretld" : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',
}

EREEEFRINESAR , T EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEBKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAELEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=shanghai&Secretl
d=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iK% 3285 POST #1 GET A= |, IXE(ER GET ik |, [FRAEAEKE.

2. iERFNEFLAIFIZFR(Describelnstances)iJiEkiz#= /9 : cvm.gds-cloud.com, SEFRAVIEKIG B RIEZOMMBERIAEmA
CIREDVE=S - mbiz]) R

3. BRI BRIMRAZAPIHIERBREEN / .

4. iEKRFRER: B E—SEREKRFREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

Kt ERB : Tencent $=8 ™
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GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&R
egion=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-1
2

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S SER Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0f
fset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2
017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHaI—EEE.

3. ERHIwG

ERRIS R BT REEIRIFNIBRESE , FEXHET URL %3,

80— RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR NRAPKISKSER GET , Bi&i5K5%5R POST [Fit Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRMN-ASARERIG. IF ASCI FFHE URL RISAIFREStLl UTF-8 #1T4%i8.

IR LREIESH http BEREESFTESEHT urlencode , ZEXMMENT , MATREXIERBHT URL K37 , BUAX URL 4
HEeSHERLM.

IR RthSBUEbBEHRI TR , MESRA RFC 3986, 87 %XY MEHFRPUINFHTES MG  Hp XY A7
(0-9 FIXE=rE A-F) , BRINEESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRD | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound EIRAFRE
AuthFailure.SignatureFailure ERER

Kt ERB : Tencent $9 | 62|
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHEZEAY )

5. BRIER

TESCRRIAFE API 3.0 BY , #EFFFEREEMNSEAMZ SDK 3.0 , SDK 3 TEZANIRE | FrRR R Mg EAEOR, #M(E
B&0 SDK thuy, YEiiEmiRE=Hs -

e Python

* Java

* PHP

e Go

* JavaScript
e .NET

ATEBENFRERTRE , THUSMREES A0, B OANERTERARIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

=AY url TT8EA  https://cvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=shanghai&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&
Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RGIPRIEAREERT , HESE AR RS LR E , ELINSREILE url FEXSERPHIAHRER curl Fa BRI RIREIEN
HiR - SR, ATEEI—NAILUERRER url |, FEESCRAIFH Secretld F SecretKey NESTAIZA , FERRFLRIATERLF
79 Timestamp ,

IR ETEARGF  ARREES  EER—ESEXITERIR url JREEEMAR , RMASHNINFARE | (EXHANIER
. RERESHEE  BERITTHIERRIA.,

TR LIMURS(UERT APL 3.0 , FEEEEATHEMNERRE | BIERIERN APl , AT FEATERBLSSNERITEER | Bl
XS R AYSERR S AL A

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

WRIERAE : Tencent 10 3 162
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byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);
}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gds-cloud.com/?");
/] EERERSSEH TFHHEF | tatATreeMapfRiLliiF
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

1
return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gds-cloud.com/?");
// EPREROur RIS HIRFEEEK
for (String k : params.keySet()) {
/] BENSEKE R TUrlencode , AT keyEBRHENFH , HULAM I Evaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprl LABzhHER
// SEBRVEFRRS R 2 SEFERERNEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // NS
// SERRERRT R 2R RS SBIRT A , 140 :  params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~HE%
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // 13531
params.put("Action”, "Describelnstances"); // AHES%{
params.put("Version", "2017-03-12"); // ~H5#
params.put("Region”, "shanghai"); // AH5%
params.put("Limit", 20); // A5
params.put("Offset”, 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // W$&%1
params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); //

System.out.printIn(getUrl(params));

Python
R | ANERETE Python 2 IMBHIEIT , BB requests (KB :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

Kt ERB : Tencent %11 @ #62m
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def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gds-cloud.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region’ : 'shanghai’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# IANSORRAR | BIhfERTRE =41t 2
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

=

WRIERAE : Tencent 12 | 162
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BIFEHAYE: 2025-03-12 16:34:36

BEARZ APl S35 MARIEREITEMNINIE , BB MEKETEEE ﬁ?&%ﬁ%@’@éxg{%u ( Signature ) LASIEEKRE S .

BRERHTEEIIER , T2FIEEE Secretld 71 SecretKey ; ERFIRKBLZEEIE , BRIF=APIZHEIUERIE , SUEEEAR=
APIEO.

‘EEI—‘—I =3
1. HiEREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FBF#rR APL ERESH
o SecretKey FIFINEE R Z B IRS 2 IMICIE S FRTBRNZA.
* FFPMTISRERSREIL , BaittiE,

FRIELZEFIFNERSBIT ¢
1. ERHEABEEEFOEHE.
BIF=APIZSBRYIEHI B TRE
3. E=APIZSATRE , =5 [#r3E] BIAJLAGIE—XdSecretld/SecretKey

IR AREKSRESELUABRNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P | json IEXERARTBISEOSTE , multipart 18z
REFEWSEONE , WHZEORREERR json 8UER , SF BRSO RA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRANSEL : Limit 7 Offset ,
{£F8 GET 73508,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAGEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;

Kt ERB : Tencent %13 | #62m
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CanonicalURI : URT 2% , API 3.0 EENIERHT (/)

CanonicalQueryString : &#2 HTTP i&3K URL SRIEREFRTER , 33F POST iFK , BEIEAZSFRAE , XF GET ik , W URL
ialS (? ) BEENFFERS , 2nFEUESR : Limit=10&0ffset=0, ;E& : CanonicalQueryString EE£id URL J7H3,
CanonicalHeaders : 25&ZHILEMER , ZDEE host 1 content-type FANSLED , BAIIIABEXBELE S 5E B LIRS
SiEROE—MINR S, PHEMN : 1) k38 key 1 value —E/INE |, HERBRESTH | 1RIR key:value\n 183z ; 2) &
ASLER | RERLER key (/NE ) ROFEHAEFB THHE. WA @ content-type:application/x-www-form-
urlencoded\nhost:cvm.gds-cloud.com\n

SignedHeaders : £5&ZRILEMER | RBALLRIERBMLLERS S TES |, # CanonicalHeaders B8EAILERBR—XI N
#. content-type 1 host J9wsisLEB, HHEMN : 1) LEB key Z—HA/INE ; 2) Z40LEE key (INE ) REBFHHEFHTH
¥, HEUSS () D8, HHl$FA : content-type;host

HashedRequestPayload : iERIEXHINEFE , iTEFi%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥F HTTP
BRENIEN payload fffl SHA256 157 |, e/ HEIRD | REMmISHEERANEFE. 8 : T GETiEXK,
RequestPayload EIFEATFREE , X F POST 15K , RequestPayload Blg HTTP i53KIEX payload.

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gds-cloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : € &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i5KATEIRE , BIiERLERAY X-TC-Timestamp BUE , {0 ER~FliEK7A 1539084154 ;

CredentialScope : EiFBHE , 183 5 Date/service/tc3_request , S HHE. FTEKIIRSFILRIEFRE (tc3_request ) , Date
79 UTC #REERITEI A | BUEREMAIHSE X-TC-Timestamp K UTC fRERNBIERE—E ; service /m® , WSER
ROF= i —3, a0 cvm, a0 E7RAiESK , BUESS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEFTEALTIEKENEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

Kt ERB : Tencent %14 /3 162

1. Date AZRMAT AR X-TC-Timestamp &85 , BRfX A UTC+0, MNRIMARGZAMHXES , flinR/\K , E53EAX
e EVEARARTD  BRRENERVERM. BigiTER0 1551113065 , 724/ \XAYAJEIRE 2019-02-26 00:44:25 , (BRit
H18%I19 Date BY UTC+0 BIEHARI 9 2019-02-25 , AR 2019-02-26,

=
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2. Timestamp X/RZZHRIR S A , BRBHBERRAREMNVENERRELHN  RBEET A HUBERY., MR EAR
FMtREREIRLE | FIRESENET—RITENE | IBROERW (REESTHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRUAHY SecretKey ;
e Date : B Credential 9§ Date ==E&{=& , w0 t7=f , 792018-10-09 ;
e Service : B Credential FfY Service FEXEE , 0L, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZEIA |
e StringToSign : AP EATEBRIRFERFIFH ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =
Algorithm + ' ' +
'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEAXHAY Secretld ;

e CredentialScope : M EX , EIEEHE ;

* SignedHeaders : I £ , £5&ZRLIER ;

e Signature : &&&

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WRIERAE : Tencent 15| 62
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RETEIERERAT

https://cvm.gds-cloud.com/?Limit=10&Offset=0

gﬁﬂj\ /lL:I\

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.gds-cloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shanghai

. BRERW

RIESSIRER | FEUTERKMANERG | iSRIESIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

et FRE : Tencent

I PSS
BRITH
BRI
BRER
token iR

FZRIEE (A2 API Z$E2EHY )
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private final static String ENDPOINT = "cvm.gds-cloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

}

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {

WRIERAE : Tencent 17 162

String service = "cvm”;

String host = "cvm.gds-cloud.com”;

String region = "shanghai”;

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk i_ﬁ 1 : ﬁ;%%m;‘éiﬁ*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// kkkkkkkkhkkkkk ig% 2 }ﬁ?&?%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkhkhhhhk .}JJ/:_H?( 3: .‘L_I_%:E% *kkkkkkkhhkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kkkkkkkkhkkkkk ig% 4 j:ﬁ;% Authorlzatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

=
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gds-cloud.com”

endpoint = "https://" + host

region = "shanghai”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o *#;%mﬁiﬁ*% *kkkkkhkkkhkkk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&0Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk
# ITEEBHERE
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

H FRFRIEIRKKIRAK 5% 4 - B-_ﬁ% Authorization KkhkhkhkhkhkKKx

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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\E > :|=
1BKEH
BIFEAYE: 2025-03-12 16:34:36

1. fRSSHbtt

i ( Region ) EBEIEAVEHEH ORIIEX S, HEAMZZSIGIEAESZ TSRS | MEAEES AR AREEIRE S EE
t. ATIHEHRME. RS THEE  ENGERERELEEF I,

ERTLUEIT APIED EiiHSIR B ARtbETIxR.

2. B{EMNY

FEF= APl HFTEEOIEE HTTPS #HTE(E | IRt RS MNEEEE.

3. BKTTE
S50 HTTP 05 TE:

* POST (i)
e GET

POST iEKz#569 Content-Type 38! :

e application/json ( ¥#E7F ) , W/RfFEA TC3-HMAC-SHA256 &Z 7534,
¢ application/x-www-form-urlencoded , %7R{FFHE HmacSHAL g, HmacSHA256 &2 75X,
e multipart/form-data ({N&EpoEEONE) |, WER TC3-HMAC-SHA256 B&75i%.

GET IERHUSRE A/ NARE#BIT 32 KB, POST iERFEMAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE
Z755%A TC3-HMAC-SHA256 Afs73% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IR[EIZER

BIFEHAYE: 2025-03-12 16:34:36

IF@REIEEER
PARBRSS 2RAVIEOBEELAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJserOREIT

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

}
}

* Response REMEBH Requestld REEMNFER , TiCIEKRAINSE , RE APIET |, NXERIRME.,

* Requestld FF— APLiERRIME—IRIR | AR APL HELRE |, ATLIBKEEA] , FHEMHZ ID KRR,

* [RTEEMNFERS  HRIWARKREOENNTFER  AENEOMRENFES IEONRIEN, A TotalCount #
InstanceStatusSet 949 DescribelnstancesStatus #OEMHNFE , BT RAREKNBFEMESE=RSEELE , Bt
TotalCount EIIER FHIREE 0, InstanceStatusSet FIFRAZ,

tHIRIREIER
ERRSEN , SRR

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error MHIMFEEZIEKEARKM, Error FEXEREMERRY Code F1 Message FERTETEFALMAT 20 EREAY,
Code FREMBIEAVEIRID , HiEKH BT oI LASCRIEIZ SRS E A K RS N M EIE O XT MAYEIRE Y R B M E I N R EFOfE

RITZ.
* Message Bt TIXMEREENEARRE | EEUSKRSARRMAN , W ATESEHRFEENER , BRAMRIHX MR
[EE.

¢ Requestld FFF— APLiEkAIME—+HxR , 205 APl HILBE , AJLABREREA] , FHEMZ ID kR RaRE,
j:t\
//_\\5':'\:%5 15'555

IREIZERPUNRIFAE Error FER , NIZRRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATBSERABEHINAVEEIRAS A AL
IREG , TERIIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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TRIRIEA
BIRAEE (A2 APIZEEE ) |
MFA $5iZ,

AR,

k3

SEZIULLN

%

SRR

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIERESEMINA . REZET DryRun &4,
BAERIL.

REBFEIR.

EORFHE.

SHGER.

SHEYERIR.

FRIS ECEPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZRPRS.

BIRH G .

RIFEAE.

BIRIFE.

RIFAETA,

RIZRURLE.

RASHGER.

BAEARSHS.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSATEbEL,
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VAN

VTSR SRR 2025-03-12 16:34:36

gﬁﬁ\ /Ié?

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

il

alil

i

alil

i

AHBHEES—HE] HTTP Header iEkLEZ+ , 20T :

%

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ESEFI5IZRIED |, BUYES Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS
R HSH Region B9IREA, ER | REROAFTEREBIZSH , FOXEPRIILASTHR
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEHEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOSMEHRASLRISE] Version BiRBE. GIAIZARSSERAINR
& 2017-03-12,

HTTP fRAESHIAESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENLHSE X-TC-Timestamp #E/Y UTC FRAERNEIREE—E ; service AFm& , &
RSB mRIEE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR &St
Action String
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BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

il

i

Jalil

oy

i

gﬁﬁ\ /Ié?

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £5REFTHEIR.

BEHNIEEESEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRMASETESEH. Bkt
BREESNEROSRSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRA 2017-03-12,

BEZ5, , BaixziE: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Zf5F HmacSHA256 ELALIIES S , EftBiER9ER HmacSHAL IGIEEE.

IRESEFRFTAEAY Token , FELSIRRIZE—REMEA. IGRTEEM Token FEELRE
ERSERZORE. KEFHERFEE Token .

s (Region ) BEWIEAEHRH ORTHIEX. HEAMSZMIGIEARSZ ETERE | RIS AR AEEIREEISE
t. ATREHRRE. B8 TEERE , BEERRFELEEFatbE,

EaJLAUEIE APIEC EAMIESIER EESTRAIIETISE.

Kt ERB : Tencent

%24 71 62

=



O BASTCE

,/\ IE*H?ETRD
AddOrganization

RITEFHHYE): 2025-03-12 16:34:36

1. O

ROBKES :
jJ [IQE’/ N

org.api3.gds-cloud.com,

FONROIBRIRERIRE] - 200R/FD,

EOSEHAYE : 2022-12-09 16:59:51,

BEORKSEREN.
A M2
2. NS
LATERSEFIRNGIE TEROBRESEFIRO A HESE |, =8
SHEBR i FEFNULL
Action = =
Version = =
Region = B
Parentld = =
OrgName = =
A Y 24
3. HEE
SHBR St R
Orgld Stri R
r
J g ~BNE : org-9842ch32
Requestld String
H
4. $EiRS

et FRE : Tencent

String
String

String

String

String

Aid , 514N : org-7737f12a

SHEEIR

UG T Ol S5BEERA0EIRD | EhERAIFER 2t

gﬁﬁ\ /Ié?

244, ANEOEYE : AddOrganization

HE%, AEOEYE : 2021-10-01

>

RNESH , WEEERROFFTEEEBU S,

RELid , INRENFE—RELNIES "root”
& : root

HLARFR , KERK64S
~HE : orgl

BE—EK ID , SRIEREPIRME, ELIDRATFERAEZRIBERAI Requestld,

P4
™
s}
°
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fEIRMG A
InternalError.ThirdPartServiceBadRequest ARS5E PR
InvalidParameter.EmptyParameter B2
InvalidParameter.OrganizationNameToolLong BRI
UnauthorizedOperation.AuthFailedError S
InternalError.DatabaseError db g

WRIERAE : Tencent 26 | 162

=



X BIHSTCE SRS

AddOrganizationMemberPolicy

BIFEHAYE: 2025-03-12 16:34:36

27
1. #FOfEA
EOBRIEE : org.api3.gds-cloud.com,
IR EIRLERFHE
EOMZECERINERS) - 200%/70,
EOSEFRATAE - 2021-11-11 15:10:44,

BORGE BN,
A M2
2. MANSE
LATBREHGIRIGH TEOBERSHIED AHSE | TBAHSHGIRDALERSE,
SHER Wik FRFNULL 2R3 TR
Action 2 S String AH2E, KZOBYE : AddOrganizationMemberPolicy
Version = & String ~HSE, AEORYE : 2021-10-01
Region 2 B String AHESE , WHERNMEOAFTEEBIL S,
Hid
Orgld = = Stri K
9 = | B nng TIE : org-9842ch32
. Array of BFuinylF&
U = a=
e = | F Uint64 A [111,112]
Arrav of REEEFRTIZER
PolicyNames 2 & Striny & : ["policygen-20141112201913","policygen-
9 20141112201914"]
A s
3. S
SHBR St 110
2“ k |
FailedUins AddOrgMemberPolicyRes ARSI

~hiE . EE

ANINEXTIRIAFFIZ

SuccessfulUins AddOrgMemberPolicyRes _
J y T =B

Requestld String W—iFK ID , ®XiEKREPSIRE. BRI BERMIZRIEKE Requestld,
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4. SRR
UG T OSSR A0EIRD | BERITFE N A HHEIRD,
FEIRD T

InternalError.ThirdPartServiceBadRequest ARSS BRI
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DeleteOrganization

BIFEAYE: 2025-03-12 16:34:36

27

1. #FOfEA

EOBRIEE : org.api3.gds-cloud.com,

MBRER , BRLFIBLFIIE FELRSEXRKINE | SNARIFMRIER
EOMZECERINERS) - 200%/70,

EOSEFRATE : 2022-12-09 17:00:47,

BORMER LN,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHER itk FFNULL ESid) A
Action 2 = String NHSE , AEOEUE : DeleteOrganization
Version = 5 String RIS, AEORYE : 2021-10-01
Region = = String NESY , MR ERARORTELRISH,
A4id
Orald = = Stri J
g g2 5 nng AN : org-9842ch32
A MM
3. S
BHER eSid I
, HAid
I
Orgld String MBI : org-9842cb32
Requestld String EE—EK ID , SREKRSBLIRE, BT EEREIZRIERA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | BfERISFER AR,

HIRAD TN
InternalError.ThirdPartServiceBadRequest ARSI
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FHIRMG i)
InvalidParameter.EmptyParameter BN
UnauthorizedOperation.AuthFailedError &S
InternalError.DatabaseError db $EiR
FailedOperation.OrganizationProjectNotEmpty EXREXIE Error
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DeleteOrganizationMembers
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7
1. #FOfEA
EOBREE : org.api3.gds-cloud.com,
HIBRBRM R
EOMZCIERINERS) - 200%/70,
EOSEFRAETE - 2021-11-11 15:10:44,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FEVFNULL i Tk
Action = & String HBE, KIZFOBYE : DeleteOrganizationMembers
Version 2 &= String NHBE, AFOBYE : 2021-10-01
Region = B String AHSH  WEHEBAEOAFTEEZSH.
ZHQid
Orgld = = Stri -
9 = . rng ~BIE : org-9842ch32

in%l

Uins = &= Array of Uint64 uinglz

g« [111,112]

3. S

SEAFR it A
Uins Uint64 uinliz

g« [111,112]

Requestld String HE—EX ID , &XiEKREPSIRE, BRI EEREIZRIEKAY Requestld,

4. FEIRD

UG T 3Ol S5 IEERA0EIRD | BRI A HHEIRD,

hira

HIRAD fk
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InternalError.ThirdPartServiceBadRequest ARS5E PR

WRIERAE : Tencent 32 | 62

=



X BIHSTCE SRS

DescribeOrganizationMembers
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7
1. #FOfEA
EOBRIEE : org.api3.gds-cloud.com,
BEERRR
EOMZCIERINERS) - 200%/70,
EOSEFRATE : 2024-10-14 19:37:38,

BORMER LN,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHER WAIE FEVFNULL i ik
Action — B String AHSE, AEOBYE : DescribeOrganizationMembers
Version 2 &= String NHBE, AZFOBYE : 2021-10-01
Region 2 & String AHSH , WEHEBRAEOAFTEEZ S,
PageNumb & = Uinte4
ageNumbper [==) [=] In H_TWME 100
. . BRERTRY
PageSize = = Uinte4 _
? a a TUE ;100
. . JUN
Filter = & Filter —
- - e : EE
4R4;
Orgld =2 & String HERid

~BE : org-9842cb32

3. S

BEERR semy -
YB4ARY R
MemberSet OrganizationMember BT

~hiE . =5

REY

TotalCount Uint64 —
FlfE : 100

Requestld String E—IEK ID , &RIERESIRE. EMIAEISFEERAZRIEKRA Requestld,
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InternalError.ThirdPartServiceBadRequest ARSS BRI

Kt ERB : Tencent 534 /3 162

=



X BIHSTCE SRS

DescribeOrganizationNonMembers
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1. #FOfEA
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EHARTEIFERNR
EOMZECERINERS) - 200%/70,
EOSEFRATE : 2024-10-14 19:32:17,

BORMER LN,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHER Wiisk FEEFNULL i) A
Action 2 & String AHBE, AEOBYE : DescribeOrganizationNonMembers
Version = & String ~HSE, AEORYE : 2021-10-01
Region = B String AHESH , WEHEERAEOATELRLSEL,
2H4Rid
Orgld =2 & Stri -
9 = = "9 ZpIE : org-9842cb32
Tz
PageNumber & & Uint64 J_\
J : = BIE : 100
. . BREREH
PageS & & Uint64
age 1ze () [m=) N /—T§1§|_HE : 100
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Filter = B Filter —
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A s
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SHER i) A
IFELRR
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REY

TotalCount Uint64 —
& : 100

Requestld String W—iEk ID , RIERESIRE., EMERNEERMZRIBEKA Requestld,
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PageNumb &= &= Uint64
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PageSize & & Uintes = SRETEEL
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3. S

SHER ESid] U
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TotalCount Uint64 B
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Requestld String HE—EXK ID , EXEKRESIRE, BRI FEEREZRIEKA Requestld,
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4. =S

UG T OSSR A0EIRD | EfERIRFE R A HHEIRD,
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1. #EOfAR
EOBRIEE : org.api3.gds-cloud.com,
EEELATHMESIER
EOMZCIERINERS) - 200%/70,
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