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GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&R
egion=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-1
2

24, EpSREA

S BRAERESER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMINE S S Base6s #1745
13, BIRRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0f
fset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2
017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

80— RIS R A ElPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0REHRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR . WMRAFREKRSER GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiER
RAEERSHAEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

IR | LREIESH http BE2BESFTESEHT urlencode , FEXMMEN T , MATEXIERBHT URL 3T , BUAX URL 4
HEeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEF %XY XRZRFRIFIINRFHTE SR , P XY ot/ HsrrF
(0-9 KB A-F) , BRINEE5IRER.

4. KM

HRIESSIREN | FEUTERRMANEIRD | iSHRIESIREAIE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

(e S a —
5. &7 ER

TESCRRERE API 3.0 BY |, EFFEREENAEAMZ SDK 3.0 , SDK I 7EZRIERE , FFRR R~ RigENEAEORIE, #4M8(E
B&0 SDK thly, MpiSiRisE=H -

e Python

* Java

e PHP

e Go

* JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

=AY url TT8EA  https://cvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shanghai&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&
Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BTGP EERT , HESE AR RS LR E , ELINSREILE url FEXSERPHIARER curl FaERINRIREIEN
HiR | SR, ATEEI—NAILUERRER url |, FEESCRAIFH Secretld F SecretKey NESTAIZA , FERRFLRIATERLF
79 Timestamp ,

IR ETEARGF  ARREES | EER—ESEXITERIR url JREEEMAR , RMASHNINFARR | (EXHANIER
t. RERESHEE  BERITTHIERRIA.,

ER  LIMURB(UERT APL 3.0 , FEEEEATHEMMNERRE | BIERIERN APl , ATFFEATERBLSSNERITEER | Bl
XS R AYSERR S AL A

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
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byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);
}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gds-cloud.com/?");
/] EERNERSSEH TFHHEF | ItatATreeMapfRiLlis
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

1
return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gds-cloud.com/?");
// EPREROUrl RIS HINFEEEK
for (String k : params.keySet()) {
/] BEXSEKEBR Turlencode , BT keyEBRRNFH , #tbA{XXIHvalueitfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapal LA EEIHEF
// SEBRVEFRRT R 24 SEFERERNEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AES#
// SERRERRT R R RS SEIRE , 140 :  params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"HS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // 13531
params.put("Action”, "Describelnstances"); // "HE#
params.put("Version", "2017-03-12"); // AEES#
params.put("Region”, "shanghai"); // ~NHEE
params.put("Limit", 20); // 55544
params.put("Offset", 0); // WEZE#
params.put("Instancelds.0", "ins-09dx96dg"); // W$E&21
params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1")); //
System.out.printIn(getUrl(params));

}

}

Python
SR - ANERETE Python 2 IMBHIEIT , BB requests (KB :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
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def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gds-cloud.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region’ : 'shanghai’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# IWANSORRAR | BIhfERTRE =41t 2
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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2 Ak

EOSHV3

BIFEHAYE: 2025-03-12 16:34:36

BEARMZ APl S35 MARIERHITEMNINIE , BB MEKETEEE ﬁ?&%ﬁ*’é@’@éxﬁ{%u ( Signature ) LABSIEERE S,

BRERHTEEIIER , T2FIEEE Secretld 71 SecretKey ; ERFIRKBLZEEIE , BRIF=APIZHEIUERS , SUEEEAR=
APIEO.

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APL ERES)D
o SecretKey FIFINEEE Z R EBEIIRS 2 IMICIESE FRTBRNZA.
o FAPITEIRIRELSEIE , BatE,

FRIBELZEFIFNERSBT ¢
1. ERPEABEEEFOEHE.
BIF=APIZSBRYIEHI S TRE
3. E=APIZESATRE , i [#3E] I LAGIEE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZE , multipart 8=
RERREWSEOSE: , WRHZEOREEER json 18ZVERA , S5 REMMISEOARA.

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k/5i% ( GET, POST ) , Z&7=f5lchg GET ;
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CanonicalURI : URT 2% , API 3.0 EENIERHT (/)

CanonicalQueryString : &#2 HTTP i&3K URL SRIEREFRTER , 33F POST i5K , BEIREAZSFRAE , XIF GET ik , W URL
FEE (?) EENFEFERNS , AnFEYES : Limit=10&O0ffset=0, ;& : CanonicalQueryString EE43 URL 4RI,
CanonicalHeaders : 25&ZHISLEMER , ZDEE host # content-type FNSLED , BAIIABEX LSS 5E B LIRS
SiEROE—M RS M. HHEMN : 1) k38 key 1 value —EE/INE , HERERESTH |, 1RIR keyvalue\n 183z ; 2) &
ASLER | RERLER key (/NE ) ROFEEHAEFB THHE. WA @ content-type:application/x-www-form-
urlencoded\nhost:cvm.gds-cloud.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMPLLERS S TES |, # CanonicalHeaders BEAILEIRER—XI N
B9, content-type #1 host Joiskat. HHENIN : 1) L&B key H—ERNG ; 2) B1KEB key (/INB ) 1RERFEAFFFHITH
¥, HEUSS () D8, HHl$HA : content-type;host

HashedRequestPayload : iERIEXHINEFE , iTEi%E Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥F HTTP
TBREENIEN payload ffl SHA256 1575 , Afe+7HEIRD , REmSSEERANEFE, T8 | XF GETEXK,
RequestPayload EFENZF/HE , XF POST i&K , RequestPayload BPJg HTTP 353KIEX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gds-cloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Algorithm : €E&% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : iE3KAHARL , BIIERLERRY X-TC-Timestamp BYE , #0_L7=GIEK 7 1539084154 ;

CredentialScope : EiFBHE , 183 5 Date/service/tc3_request , S HAHE. FTEKIIRSFILRIEFRE (tc3_request ) , Date
7 UTC iR ARSTEI AR , BUEREMAHSE X-TC-Timestamp #5A9 UTC fRERIBIRM—E ; service Ir=m% , WRSER
ROF= i —3, a0 cvm, 0 E7RAiESK , BUESS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEITSALTIEKENEEE  ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /M BTEIBL X-TC-Timestamp 1+E152I , BRfX )9 UTC+0, MNBIMARZERMRXER | AlIlER/\K , EEHEX
e CEAERY  BRZRIERUGERM. RIRAJER 1551113065 , 4/ \KAJRSAER 2019-02-26 00:44:25 , BRit
H155rY Date BY UTC+0 RYEERR A 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/RZZHRIR S E , BRHBERAREMNVENERRELH  NRBEET A HUBERY., NRKEEAR
FMtREREIRLE | FIRESENET—RITESE |, IBROERW (REESTHIHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 1H8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

o SecretKey : JRUAHY SecretKey ;
e Date : B) Credential &bf§ Date ZFEE(=E. , a0 L34 , 92018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W0 L5M , 3 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRIRIRESZEIA |
e StringToSign : AP RATEBRIRFERFIFH ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =
Algorithm + ' ' +
'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : &7 , EER TC3-HMAC-SHA256 ;
* Secretld : ZEAXHAY Secretld ;

e CredentialScope : M EX , EIEEHE ;

* SignedHeaders : I EX , £5&BRLIER |
 Signature : &8

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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RETREIERERAT

https://cvm.gds-cloud.com/?Limit=10&Offset=0

VPCig & T ( VPCDNS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.gds-cloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shanghai

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

et FRE : Tencent
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private final static String ENDPOINT = "cvm.gds-cloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

}

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.gds-cloud.com”;

String region = "shanghai";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk i_ﬁ 1 : m;%%m;‘éiﬁ*% khkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest);

// Kkkkkkkkkhkkhkkk ig% 2 ﬁ?&?%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkhkkhhhk .}JJ/:_H?( 3: .‘L_I_%:E% *kkkkkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kkkkkkkkhkkhkkk ig% 4 ;ﬁ}% Authorlzatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gds-cloud.com”

endpoint = "https://" + host

region = "shanghai”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&0Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk
# ITEERHERE
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkhkkhkkk 5% 4 o ?#*% Authorization kkkhkkkhkkhkkkhkkkx

authorization = (algorithm + " "
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

+

# NHSEORINENSHRLER

headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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15 K451

BIFEHAYE: 2025-03-12 16:34:36

1. frsSHbit

VPCHZf#tT ( VPCDNS

)

i ( Region ) EBE¥IEAVEEH ORIIEX S, HEAMTZIIIEAEESZ TSRS | MEAEES AR AREEIREEIEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiiSIR B TARitET xR,

2. BEMY

FEAZ APl ETE#EOIZEE HTTPS #TB(E | IRtETeMBEREE.,

3. BKTE
S0 HTTP I35

* POST (%)
e GET

POST iEkz#569 Content-Type 28! :

e application/json ( ¥#E7F ) , W/RfFEA TC3-HMAC-SHA256 &Z 7534,

* application/x-www-form-urlencoded , #ZR{#F HmacSHAL g% HmacSHA256 &&757%.

e multipart/form-data ({V&poEEOE) |, WiER TC3-HMAC-SHA256 B&75i%,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

et FRE : Tencent

72T #H112



X BIHSTCE VPCIi & f##r (VPCDNS )

IS

BIFEHAYE: 2025-03-12 16:34:36

RS
PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

}
}

* Response REMERH Requestld ZEEMNFER , TiCIEKAINSE , RE APIET |, NIXERIRME.,

 Requestld FF— APLiEKIOME—HRR , W APL HIISE | ATLABCRIA , FHEMIZ ID ARREER,

* [RTEEMNFERS  HRIWARKEOENHNFER  AENEOMRENFES IEONRIEN, A4 TotalCount #
InstanceStatusSet 94 DescribelnstancesStatus #OEMXHNFE , BT RARSEKNBFEMASE=RSEELE , Fit
TotalCount EIIER THIREES 0, InstanceStatusSet FIFRAZ,

tHIRIREIER
£, SRR

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZEKFRKM, Error FEXEREERRY Code F1 Message FERTETEEALMAT 20 EREIAY,
Code FREMBIEAVEIRID , HiEKH BT oI LASCRIBIZ SRS E A K RS N M EIZ X N AY IR R B M E I N R EFOfE

RTTZ.
* Message Bt TIXMEREENERRE | EEUSKRSARRMN , WATESEHRFEENER , BRAMARIHX MR
EI=N

¢ Requestld FFF— APLiEkAIME—HxR , 205 API HILBE , AJLABREREA] , FHREMZ ID kR RaR,
:tt\
/L\\;I:E%EI 15'555

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

Kt ERB : Tencent %73 @ H112m



O BASTCE

FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

Kt ERB : Tencent

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

VPCHZf##T (VPCDNS)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPR .
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BB E.

BIRMFE.

BIRAE A,

RIRBUE(E.

RASEGER.

BRI,
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,

74T H112m



X BIHSTCE VPCIi & f##r (VPCDNS )

N

7

VTSR SR 2025-03-12 16:34:36

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

roE N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &Z 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEIBIZ S AL,

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp T HEEsEEsH , 5SS,

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : &2EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIRIEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZWE,

XTC-T , = IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR sm Wik A
Action Suing | g CHFEEDEN. BESEEOTRHEHASRAHSH Action WA, PRI

REIsLHIZIZREO |, BUEA Describelnstances,

Kt ERB : Tencent %75 1| H112m



O BASTCE

SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

i

alil

oy

i

VPCHZf##T (VPCDNS)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3[REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIRRIZE—REMEA. IGRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

s (Region ) BEWIEAEHRH ORTHIEX. HEAMSZMIGIEARSZ ETERE | RIS AR AEEIREEISE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaLAUEIE APIEEC ENAMIESIER EEST AT,

Kt ERB : Tencent
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X BIHSTCE VPCIi & f##r (VPCDNS )

vpcdns
BindVpcDnsDomain

RITEHHYE): 2025-03-12 16:34:36

1. FOfEE

EOEKRIEE : vpedns.api3.gds-cloud.com,
XBxVpcld

BOAEZEOISRIRERPRE : 200%/FD,
EOSEFRATAE - 2024-04-28 10:13:18,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHEWR WAl FEFNULL - it DG
Action pr3 &= String ~HSE, KZFOBYE : BindVpcDnsDomain
Version =2 &5 String NHESE , AEOBYE : 2019-10-25
Region 2 & String NHSE, R ERAEOLNTEERLLSE.
. . 121D
Domainld =2 N Uint64 _
= . e : 3
VPCER

Vpclnfos a =2 Array of VpcInfos _

P = = yorup o : B

A s
3. s
SHER it U
. T KN KA )

CreatedAt Datet

reate atetime TRMBIE © 2014-08-03 12:00:00

Requestld String H—i5K ID , &XIEREPSIRME. ERNEERAZRIERKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BERIDER A THEIRD,

l_':|

WRIERAE : Tencent 77 @ 112



O BASTCE

FHIRAD
InvalidParameterValue.DomainNotExist
InvalidParameter.lllegalVpcInfo
InternalError.UndefiendError
InvalidParameterValue.VpcBinded

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

R

Z R

VPCIEL

HEIRAREN
VPCEHEHE/FITE

SHER

78T #H112



O BASTCE

VPCHZf##T (VPCDNS)

CreateVpcDnsDomain

BIFEHAYE: 2025-03-12 16:34:36

1. #EOfER

EOiEKRES : vpedns.api3.gds-cloud.com,

BlEvpcdnsizZ

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2022-01-10 21:03:16,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEEFR WAsE
Action =
Version =
Region =
Domain =
Tags =
DnsForwardStatus =

3. mHSE

SEEFR eS|
CreatedAt Datetime
Requestld String
H N3
%EIEE

FBEFNULL i) A

& String NHSE, KZFOBYE : CreateVpcDnsDomain
a String ~HESH, AEOBYE : 2019-10-25

= String NHSE , R EBAEOLNTEEIRLLSE],
a String i

TMEHE : test.com

TREEA

Pz

75 Array of Tag =Gl -

- Strin EAFEF4Z%3 , DISABLED : %7 , ENABLED : &
. g SGI{E : ENABLED

R

B3R EATE

~f5E : 2014-08-03 12:00:00

BE—IEK ID , BRIEREPIRME., EMIDMATFEERALZRIERAI Requestld,

UG T OSSR A0EIRD | EfERIRFE R A HHEIRD,

et FRE : Tencent

79I H112;|



O BASTCE

HIRID
InvalidParameter.lllegalSubnet
InvalidParameter.lllegalDomain
InvalidParameter.lllegalRecord
InternalError.UndefiendError
InvalidParameterlllegalDomainTId
InvalidParameterlllegalCidr

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

TR
FRAREE
AR IER
ICRAEIE
FRIRAREN
TR 2 A EHf
JEACIDR

SERIR

5880 T 112



X BIHSTCE VPCIi & f##r (VPCDNS )

CreateVpcDnsDomainRemark

BIFEAYE: 2025-03-12 16:34:36

32 A
1. #FOfEA
EOEKREE : vpedns.api3.gds-cloud.com,
BlEvpcdnsigZ&iE
EOMZECERINERS) - 200%/70,
EOEFAYE : 2022-01-10 21:02:47,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FFNULL i fEA
Action 2 & String AHBE, AEOBYE : CreateVpcDnsDomainRemark
Version = & String NS, AZFOBYE : 2019-10-25
Region 2 B String PHEE , WHEEREOFNTEEBLESEH,
. . EZID
Domainld = = Uinte4 _
= - I - 3
. &t
Remark 2 &5 Strin _ .
= | " 9 o mE
A M2
3. HSE
SHER et A
. THKIE Rz 1]
CreatedAt Datet
reate AEUME RffE : 2014-08-03 12:00:00
Requestld String W—EK ID , BRiERERE, ELICRRAREEREIZRIBERA Requestld,
H >
4. 1a1iR5

UG T 3Ol S5 IEERA0EIRD | BRI A HHEIRD,

Jdr

HIRID A

Kt ERB : Tencent %81 tn H#112m



O BASTCE

e
InvalidParameterValue.DomainNotExist
InternalError.UndefiendError

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

%
HEAET
BRARENX

SHER

5582 T H112;|



O BASTCE

CreateVpcDnsRecord

BIFEHAYE: 2025-03-12 16:34:36

32 A
1. #FOfEA
EOiEKRES : vpedns.api3.gds-cloud.com,
BlEEvpcdnsicR
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2023-01-18 11:26:28,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEIRO RS | T,

SHER Wik FEYFNULL il
Action = = String
Version 2 & String
Region = = String
Domainld 2 & Uinte4
SubDomain =2 & String
RecordType = &= String
Value = = String
Mx B B Uint64
Weight N & String
A M2

3. BHESE

SHER it b

et FRE : Tencent

VPCHZf#tT ( VPCDNS

58, AEOEYE : 2019-10-25

>

HE4L | EERRROFTEEBI S,

>

1HA1D
THNE : 3

FiEE
THHE :

WwWw

1IBFRSEELA AAAA, MX,CNAME,TXT,PTR,SRV,SPF
THHE: A

iICRE
~ffE : 1111

MX{5E
THHE : 45

NE
HE : 100

83T #H112
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VPCHZf##T (VPCDNS)

O BASTCE

SHER i) g
, TERIR EHE)
CreatedAt Datet
reate atetime fE : 2014-08-03 12:00:00
ioRId
Data RecordId —
hiE : EF
Requestld String W—ER D, SRERPRIRE. BRI BEIRFLRERE Requestld,

4. FEIRD

UG T Ol SSIBIEMERA0EIRD | BRI A HHEIRD,

FEIRMG fEA
InvalidParameter.lllegalPTRRecord PTRIERIEE

InvalidParameterValue.RecordAAAACountExceed

AAAAICRARITERIEBILS0

InternalError.UndefiendError EIRARTEN
InvalidParameter.lllegalRecordValue TANICRIE

InvalidParameterValue.CnameNotPrivateZone
InvalidParameterValue.RecordExist
InvalidParameter.lllegalRecord

InvalidParameterValue.RecordUnsupportWeight

RFHFCNAMER HRIKS FRYRAEEL
ICREEFE
IERAEE

SRNCRRBASHANE

FailedOperation.CreateRecordFailed ICREEXM
InvalidParameterValue.RecordConflict IR

InvalidParameterValue.RecordMXCountExceed
InvalidParameterValue.DomainNotExist
InvalidParameterValue.RecordTXTCountExceed
InvalidParameter.
InvalidParameterValue.RecordACountExceed

InvalidParameterValue IllegalTXTValue

Kt ERB : Tencent

MXICRAIYEEERITS0
EHEAFE
TXTICRAHIYEEERBIT10
SHEEIR
AICRAHIIEEERIS0

TXTERFIEREpunycodefRiBZ R REMNMEL-2552(8)

84T #H112



X BIHSTCE VPCIi & f##r (VPCDNS )

DeleteVpcDnsDomain

BIFEHAYE: 2025-03-12 16:34:36

32 A
1. #FO#R
EOBREE : vpedns.api3.gds-cloud.com,
HiBRvpcdnsizz
EOAEOIERINERIRS] : 200R/FD,
EOSEFRAETAE : 2022-01-10 21:02:41,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FEIEFNULL it fEA
Action 2 & String AHBE, KEOBYE : DeleteVpcDnsDomain
Version = & String NHBE, AZFOBYE : 2019-10-25
Region = B String AHSH  WEHEBANEOAFTEEZSH.
I:l‘ NE=1=PAN /=]
Domainlds =2 & String HED , LiES51R

~EHE : 3,24

3. S

BHER =il I
, K NATE)
A D
CreatedAt atetime  RpifE : 2014-08-03 12:00:00
Requestid  String E—ER D , SRERBSRE, BRIV BEIRGLRBER Requestld,
>
4. sgixtB

LU 7Ol SSBEERAEIRD , EbERAF AR,
HIRAD T

InvalidParameterValue.DomainNotExist BEAFEE

Kt ERB : Tencent %85 1 H#112m



O BASTCE

Hi=hD
FailedOperation.DeleteDomainFailed
InternalError.UndefiendError

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

fk
A MIBR
EIRARTE X

SHEEIR

5586 T #1123



X BIHSTCE VPCIi & f##r (VPCDNS )

DeleteVpcDnsRecord

BIFEHAYE: 2025-03-12 16:34:36

32 A
1. #FO#R
EOBREE : vpedns.api3.gds-cloud.com,
HiBRvpcdnsiex
EOAEOIERINERIRS] : 200R/FD,
EOSEFRAETAE : 2022-01-10 21:03:22,

EORWERREN,

2. NS

SHBR Wi FEEFNULL KR R
Action = & String NESE , AOEYE : DeleteVpcDnsRecord
Version = & String N$EB% | ABOBYE : 2019-10-25
Region 2 & String B, WEERAEOTFEE GRS,
i . HZID
Domainld = = Uint64 B
- B RS - 3
‘ e
RecordIds ZEE 7!3; Strlng 1E§ID ’ @'553 BH‘-]

~E . 34,5

3. S

SEER ESit] A
. TN RzAE]
CreatedAt Datet
reate AlCUME s : 2014-08-03 12:00:00
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
H 3=
4, EllBEﬁE_'J

UG T 2Ol S5BIEERA0EIRD | BhiERADIFE N A iEiRE

Jdr
°

FEIRD fk

Kt ERB : Tencent %87 a1 H112m



O BASTCE

HIRID
InvalidParameterValue.DomainNotExist
FailedOperation.DeleteRecordFailed
InvalidParameterValue.RecordNotExist
InternalError.UndefiendError

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

s
BT
eSS
BRI
ey

SEEIR
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X BIHSTCE VPCIi & f##r (VPCDNS )

DescribeExportFileUrl

BIFEAYE: 2025-03-12 16:34:36

27

1. EOfAR

EOEKREE : vpedns.api3.gds-cloud.com,

SN, FERIREALED , MRREREHIEFREURLNEE1EHE
BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2022-12-20 12:37:03,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHER Wik FSFNULL i) R
Action 2 iy String AHBE, AEOBYE : DescribeExportFileUrl
Version 2 & String AHSE, AEOYE : 2019-10-25
Region = S String NHSBE, WHEEBREOARTEERBILSE],
. . 1ZID
Domainld ~ B Strin _
= | " J T - 3

HERYXIsx, xls. csv

FileType = S String —BIE - csv
s
Filters = = Array of DomainListFilters ggf;ﬂgg
A M2
3. WS
SHER ESis R

SHXHRTENER | IRATSFRBENFTERELH
Url String HE : vpcdns-records-storage-1255000002.cos.chongging.csp.xx.cn/export/zone-
110000000056_15_test2.com_GDPvMrEIxX.csv?sign=27?

B NAT(E)

CreatedAt  Dateti
reate AHME SfplfE : 2014-08-03 12:00:00

Requestld  String H—iEK ID , ®XIEKREPSIRME. EURRNEERMZRIEKE Requestld,

Kt ERB : Tencent %89 1 H#112m



O BASTCE

4. FEIRS

UG T OSSR A0EIRD | BERITFER A HHEIRD,

IR
InvalidParameterValue.DomainNotExist
InternalError.UndefiendError
InvalidParameter.

InternalError.

InvalidParameter.InvalidZoneFileFormat

et FRE : Tencent

VPCig & f##T ( VPCDNS)

35
EEAMFE
ERARENX
SHGER
PIEREEIR

S ESE ST

90 T #H112



X BIHSTCE VPCIi & f##r (VPCDNS )

DescribeImportTemplateUrl

BIFEAYE: 2025-03-12 16:34:36

32 R

1. #FOfEA

EOBREE . vpedns.api3.gds-cloud.com,
BRI SNICFRIER

EOMZECIERINERS) - 200%/70,

EOEFTE : 2024-04-28 09:52:53,

BORWSEREN,
2. NS
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER whi%E FEFNULL e it fEA
Action 2 & String AHBE, KEOBYE : DescribelmportTemplateUrl
Version =2 a String NHBE, AFOBYE : 2019-10-25
Region 2 £ String AHBE , WHERAEOFAFTEEBL S,

3. iHESE

SHER it TR
RS URL
TemplateUrl  String 5HE : https://-x?q-sign-algorithm=2??-time=1624415309;1624422509&q-key-
time=1624415309;16244225098q-header-list=8&q-url
. =R GIVERE)]
CreatedAt Datet
reate AEUME i - 2014-08-03 12:00:00
Requestld String H—EK ID , ®XiEkEPIRE. EURBRNHERAIZRIEKE Requestld,

j:t -
4. 5103
UM 7Ol S B EERAEIRD , EfbEReiF AR,
HIRAD Rk

InternalError.UndefiendError BIREREN

Kt ERB : Tencent %91 ;7 H#112m


https://-x/?q-sign-algorithm=???-time=1624415309;1624422509&q-key-time=1624415309;1624422509&q-header-list=&q-url

O BASTCE

HiRAD

InternalError.

et FRE : Tencent

fiik

RETEES

VPCig & f##T ( VPCDNS)
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X BIHSTCE VPCIi & f##r (VPCDNS )

DescribeUploadUrl

BIFEHAYE: 2025-03-12 16:34:36

7
1. #FOfEA
EOBREE : vpedns.api3.gds-cloud.com,
RIS L1258
EOMZECIERINERS) - 200%/70,

EOEFATE : 2024-04-28 09:52:27,

EORKREEREN,
A M2
2. MASH
LATERSHFIRNGIE TEROBRSEINRO 2 HESE , RBEAHSHGIRDATERSE,
SHER WAl FEVFNULL i Tk
Action 2 & String AHBE, KEOBYE : DescribeUploadUrl
Version 2 & String NHBE, AZFOBYE : 2019-10-25
Region = B String AHSH  WEHEBANEOAFTEEZSH.
. . 121D
Domainld = = Strin _
= a g S - 4
SEFY-
FileType = e String SfreRExlsx xls, csv

MGNE - xlsx

3. S

SHETR ESit fiik

HERAY_ SRR

~f5l{& : vpcdns-records-storage-
1255000002.cos.chongging.csp.yfm4.fsphere.cn/import/zone-
110000000056_15_test2.com_OIFxMGLw.xIsx?sign="27??

SignedUrl String

B RAT(E]

CreatedAt Dateti
eate atetime & : 2014-08-03 12:00:00

Requestld  String HE—EK ID , BRiERESIRE], EMFRRIHEERHIZRIEKRE Requestld,

4. FEIRS

Kt ERB : Tencent %93 1 H#112m



O BASTCE

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

EIRED
InvalidParameterValue.DomainNotExist

InvalidParameter.

et FRE : Tencent

VPCig & f##T ( VPCDNS)

%
AT

SHER
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O BASTCE

DescribeVpcDnsDomainlList

BIFEHAYE: 2025-03-12 16:34:36

7
1. EOfAR
EOiEKRES : vpedns.api3.gds-cloud.com,
FIElvpcdnsiE# 3z
EOMZECIERINERS) - 200%/70,
EOEFRAYE : 2022-01-10 21:03:10,

BORWERREN,

2. NS

LINBERSHGIRFIE TEOIBRSHFRD NS |, TEARSHGIRDAHLERSE,

SHER  wiE RWENULL E<id) TR
Action = &= String ~HSE, KIZFOBYE : DescribeVpcDnsDomainList
Version 2 & String ~HESE, AEOBYE : 2019-10-25
Region 2 & String AHSY , WEHEBRANEORFTEGENSH.
Limit = = Uinte4 _

- - AE 20

. R

Offset = &= Uint64 _

- - IE : 0
Filters = = Array of DomainListFilters s

~hiE . EF

3. S

SHBR St R

CreatedAt Datetime E?ﬁjﬁggﬁgﬁmo&% 12:00:00

Info DomainCountInfo izgggz

Domains DomainDetail ?Eggﬁg

Requestld String W—i5k ID , ®XiEKEPSIREl., BT EERAHZXIEKAY Requestld,

et FRE : Tencent
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4. {EIREE
LA T OIS ZIEEXREIRD |, EibERmEiED
e
InternalError.UndefiendError

InvalidParameter.

et FRE : Tencent

\

VPCig & f##T ( VPCDNS)

135
HBRAREX

SHIER
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DescribeVpcDnsRecordList

B EAYE: 2025-03-12 16:34:36

1. #OfEA

EOEKRES : vpedns.api3.gds-cloud.com,

FIElvpcdnsiBRpIER

FUAZ OB ISR : 200R/7D.

EOEFTE : 2022-01-10 21:02:14,

VPCHZf##T (VPCDNS)

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

BORWSEREN,
2. NS
SHER Wik FREFFNULL
Action = a
Version = &=
Region = &
Limit a =
Offset &5 &
Filters N =
Domainld = &=
3. BitHEE
SHER e 3id)
CreatedAt Datetime
Info RecordListCountInfo

et FRE : Tencent

s
String
String

String

Uint64

Uint6e4

Array of RecordListFilters

Uint64

fiik

B NAT(E)

H2%, AZEOEYE : 2019-10-25

D>

>

i=s
=4

HHE : 20

w

fm#s
& : 0

i
~E : EF

21D
~EIE : 3

& : 2014-08-03 12:00:00

ICREERmA
~hiE . EF
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SHBR B il A
Records RecordDetail RTCRIER

THHE - BEE

Requestld String MH—iEX ID , &XiEkEPIREl, EATATEERMZXIEKA Requestld,
+H T
4. %EI'EE

UG T 2O SSIBAEERA0EIRD | EERIBFER AR,

IR R
InvalidParameterValue.DomainNotExist HEAARFE
InternalError.UndefiendError EIRAREN
InvalidParameter. SRR
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ImportRecords

B EAYE: 2025-03-12 16:34:36

1. #OfEA

EOEKRES : vpedns.api3.gds-cloud.com,

SRRSNERE | IREISAE
JEAImportRecordssER SN

RO OIBFSRRIRE © 200R/FD,
EOSEFATE : 2024-04-28 09:51:31,

EORBESREM,

2. MNSEL

LUMERSEGIFRNG I T ZOERSEFIRRD 23

SEEFR WS FEFNULL
Action 2 &=
Version 2 )
Region = =
Domainld = &
FileType = B
A s

3. s
SEEFR eS|
CreatedAt Datetime

SuccessfulCount Uint64

FailedRecords FailedRecordDetail

Requestld String

et FRE : Tencent

VPCHZf##T (VPCDNS)

. BAR— I REHURE | B DescribeUpload UriBRENS N SGRY_E1E5EE -> BlimPUTGEISEZE ->

24, TERHBHGIRNA TGRS,

ESig) R
String NS, KZEOBYE : ImportRecords

String NHSE, AEOBYE : 2019-10-25
String AHSH, WEEEREORTELBISE.
. HZID
St
ing TBIE ¢ 3
Strin STESER:XIsx,x]s,csv
9 ENE ¢ xlsx
A
15K N KA ]

g : 2014-08-03 12:00:00

FRIhEE
NE : 12

I SIES
~E : EF

E—IEK ID , 8RIERESIRE]. EIAEISFEERAZRIERA Requestld,
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4. FEIRS

UG T 2Ol S5BEERA0EIRD |, EfhiEiRBiER

FHIRAS
InvalidParameterValue.DomainNotExist
InternalError.UndefiendError
FailedOperation.CreateRecordFailed
InvalidParameter.
InvalidParameterImportedFileExpired
InvalidParameterValue.InvalidZoneFileSize
InternalError.FetchCOSFileError

InternalError.

et FRE : Tencent

=N

NHERS

VPCig & f##T ( VPCDNS)

fik

EEAFE
RARENX
IEREIERW
SHIER
NHEigH
B AR
RIERCOSIZ{H-R T
RIEREIR
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ModifyVpcDnsDomain

ERITEFHYE): 2025-03-12 16:34:36

<7 A
1. EOEA
EOEKRIEE : vpedns.api3.gds-cloud.com,
&vpcdnsizi &
FNBEOIERIRIRS « 200R/FD.
BEOSEFATE : 2022-01-10 21:02:35,

BORWERREN,

2. NS

UTBERSEGIFRGIE TEROBSKRSEFIHDALESE , TBEAHSHIIRDATERSEL,

SEER WAsE FEEFNULL St R

Action = &= String ~HSE, KZEOBYE : ModifyVpcDnsDomain

Version 2 S String NHSE, AEOBYE : 2019-10-25

Region = & String AHBY, WEHEEARORFTEERI S,

. . wHZID , LUESHE!
Domainlds = & St
= = M pE: 134
=P 4z Lo .
DnsForwardStatus & & String fnﬂ:ﬁ?mﬁ@ﬁ  DISABLED : X/, ENABLED : 375
& : ENABLED
A M2

3. ®mHSE

SEER il U

. TEIIR BT E
CreatedAt Datet
reate AtEUME  ZfpifE : 2014-08-03 12:00:00
Requestld String W—i5K ID , &XIEREPSIRE. BRI EERAZRIEKE Requestld,
H

4. i81=i8

UG T O SSIBIEERA0EIRD | BERIDEN A HHEIRD,

Jdr

FEIRD fk

WRIERAE : Tencent 101 7@ H112™
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]
InvalidParameterValue.DomainNotExist
InvalidParameter.

FailedOperation.ModifyDomainFailed

et FRE : Tencent

VPCig & f##T ( VPCDNS)

A
A
SR

EACRE S
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ModifyVpcDnsRecord

ERITEFHYE): 2025-03-12 16:34:36

<7 A
1. EOEA
EOEKRIEE : vpedns.api3.gds-cloud.com,
fEBvpcdnsicR
FNBEOIERIRIRS « 200R/FD.
BEOSEFATE : 2022-01-10 21:03:03,

BORWERREN,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFRD NS, T
SHEBR Wi FRFNULL ESid)
Action = = String
Version = 5 String
Region = = String
Domainld 2 & Uinte4
RecordId =2 5 Uint64
SubDomain = B String
RecordType = &= String
Value = S String
Mx S S Uint64
Weight = ) String

3. mHESE

et FRE : Tencent

VPCHZf##T (VPCDNS)

HE%, AEOEYE : 2019-10-25

>

RESH | EEERRROFAFTEEBU S,

121D
THNE - 3

iCRID
THHE - 4

FiEE

~ENE - www

JOFRZEELA AAAA,MX,CNAME, TXT,PTR,SRV,SPF
HHE : A

iCRE
~EE : 1111

MX{AL5ER
HE : 45

NE
~HE : 100
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BHER s or
S i
CreatedAt Datetime TR A ]

~f5E : 2014-08-03 12:00:00

Requestld String H—iEK ID , &RiEKESIRE], EfAMATEERAZXIERKA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | EERIBFER AR,

IR HnA
InvalidParameterValue.DomainNotExist WEAARNFE
InvalidParameter.lllegalPTRRecord PTRIBRIFE
InvalidParameter.lllegalRecordValue THHICRE
InvalidParameterValue.RecordUnsupportWeight HENCFREATIFNE
InvalidParameterValue.RecordConflict IBRIZE
InvalidParameterValue.ChameNotPrivateZone R HCNAMEZZHEIMKS TRIFAG I
InvalidParameterValue. SHUERER
InvalidParameterValue.RecordAAAACountExceed AAAAICRGAEIIEEERIT50
InvalidParameterValue.RecordACountExceed AICR A EEERIL 50
InvalidParameterlllegalDomain B IEH
InvalidParameterlllegalRecord IBRAEE
InvalidParameterValue.RecordNotExist ICRAFHE
InvalidParameterValue.Record TXTCountExceed TXTICRAEISEEHEEIT10
InternalError.UndefiendError FERATEN
InvalidParameterValue.RecordMXCountExceed MXiBR A EEEE-BI50
InvalidParameterlllegalCidr JE£CIDR
InvalidParameter.RecordLevelExceed ICRERBIL RS
FailedOperation.UpdateRecordFailed ICREHEM
InvalidParameter. SHEEIR
InvalidParameterValue.RecordExist ICREEFRE

WRIERAE : Tencent 104 T8 H112™
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SRS

BIFEHAYE: 2025-03-12 16:34:36

RecordDetalil

ICRFB

N~ EOS|A : DescribeVpcDnsRecordList

BFR whiSE FEFFNULL il
Recordld = iy Int64
Domainld = = Int64
SubDomain = = String
RecordType = 5 String
Value = &= String

Tl = B Int64

Mx = = Int64
Enabled =2 B Int64
Status p=3 = String
Extra = = String
CreatedOn = = Datetime
UpdatedOn = iy Datetime
Weight = = Int64

RecordListFilters

et FRE : Tencent

VPCHZf##T (VPCDNS)

1%

18RID
EIE . 4

IERXINAYERID
THNE : 3

FMicR
~HE © www

IDRZEELA AAAA MX,CNAME, TXT,PTR,SRV,SPF
THIE : A

iCHRE
~EME - 1.1.1.1

TTL
E : 600

MXff5s2%
THHE @ 45

ICRESTA , OFHA , 1574
THHE : 0

LRI . B, 1% new,pending,enabled,disabled,lock
~BIE : enabled

HiE8
~GHE : weight:100

ICREUEATE
g : 2014-08-03 12:00:00

ICREIEMATE
& : 2014-08-03 12:00:00

ICRINE
BE : 100
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vpcdnsicRFIFEHIEIT

AN O5 | : DescribeVpcDnsRecordList

R Wik FEEFNULL RE

Name = B String

Values = = Array of String
DomainDetail
EHRIFE

AN TZOS | : DescribeVpcDnsDomainList

BT Wik FBFFNULL 23
Domainld = & Int64
OwnerUin =5 5 Int64
Domain = = String
CreatedOn = &= Datetime
UpdatedOn B = Datetime
RecordCount & &= Int64
Remark & =2 String
DnsForwardStatus & = String
VpcInfos B =

Record

fRTCR

#ANTEOSIA -

et FRE : Tencent

Array of VpcInfos

VPCHZf##T (VPCDNS)

33E2A : SubDomain,Value,Recordld,RecordType
TE : SubDomain

TOUE : [www’]

U

wZid

e : 4
HEE&uIn
~EHE : 909619400
o

5E : test.com

BUEERTE
TR~EE : 2014-08-03 12:00:00

ERIEETE
~E : 2014-08-03 12:00:00

HZICREE
TEUE - 3

EHEEE
TNE - EHEEE

RAFEFEZEE3 ( "ENABLED"F1"DISABLED" )
& : ENABLED

VPCER
OE - EE
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BT

RecordId

Tag

T —IMREREY

WA T™EO3|F : CreateVpcDnsDomain

AR DA
Key =
Value 2

MessageDefault

ENIN L
WA EOSIA -

% N

Code

Message

RecordListCountInfo

fRITCREE

il

FEFNULL

=
~x=

BEFNULL

=
[}

iy

BEFNULL

A
A

Pz
[=]

AN TZEOS |8 : DescribeVpcDnsRecordList

% N

AllTotal

RecordTotal

a
[}

P
=

FailedRecordDetail

et FRE : Tencent

FBEFNULL

as
A

=
[=]

Int64

VPCig & f##T ( VPCDNS)

s ik
iEsid

Int64

nte T 4
ik
prasa
HNE - a
bRl

~HE : abc

%

R[ERS , IEFEAO
THHE : 0

eSS
THE - BRIERRER

fhik

ZEHZRICREHE
hHE : 3

NRRERNCREE
~ENE : 3
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NS NFTCREMEIRFE

W T™EOSIA - ImportRecords

2R Wi FEEFNULL
Type & b~
SubDomain B =
Weight B b=
MX B =
Value & =2
Reason B =z
DomainCountInfo
HEE

AN TEOS | : DescribeVpcDnsDomainList

R WAisE
AllTotal o
DomainTotal =
RecordId
15RId

AN T™O3|F : CreateVpcDnsRecord

BFR 25%is
RecordId =
VpclInfos

WRIYEFA : Tencent

FBEFNULL

==
[}

as
[

BEFNULL

Py
[}

ES

String

String

Uint64

Uint64

String

String

Int64

VPCig & f##T ( VPCDNS)

f#A

IBRKE

~HE : A

FicR
EHE : www

NE
& : 100

MX{E
THHE : 45

fRITICRE
g : 1111

ENESWGRIEES!
~FE : Record not valid

35

EEEEHE
ThiE: 4

REIRE = E
e : 4

=Sid) %

ioxid
THNE - 3
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VpcInfos@ & Vpcld 53 RfgRegionld

VPCig & f##T ( VPCDNS)

A0 T#EO5 | : BindVpcDnsDomain, DescribeVpcDnsDomainlList

B Vv

Vpcld =

Regionld 2

UnVpcld =
DomainListFilters
vpcdnsi & FIRIEHAE

FBEFNULL B i) A
Vpcld

= Int64 _

- G : 4
Regionld

= Int64 _

- IE : 4

) String UnVpeld

& : vpc-9aSycnih

AN T™ZO5 | : DescribeExportFileUrl, DescribeVpcDnsDomainList

SR Wik FeEFNULL

Name = 5

Iy

Values 2

et FRE : Tencent

ES

te

String

Array
of
String

fik

TR HZE8 Domain fi##TiE,; Vpcinfo VPC IDEEESLHIID; Account B
OwnerUin, iB&&EiA : SubDomain Fi#43, Value icR®{g, Recordld iE&

ID, RecordType iB5=2EEY

& : Domain

A
A : ["test"]
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HIRhS

BIFEHAYE: 2025-03-12 16:34:36

TREeRR

VPCHZf##T (VPCDNS)

INFRIREERFTFAE Error B , MIZRZSERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error FfY Code FHIRAS , Message FRNZIB=AIEAEE.

HiRhgyIZR
LHERB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

Kt ERB : Tencent

15488
ZIRAER (2= API B3R ) |
MFA $&i%,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

BELER. SEUEER  BYRBEAANPHIROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGER.

SR EER.
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IR

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WBEEIRMB
HIRAD
InvalidParameterValue.RecordConflict

InternalError.UndefiendError

InvalidParameterValue.RecordAAAACountExceed

InvalidParameterlllegalCidr
InvalidParameter.lllegalSubnet
InvalidParameterValue.RecordNotExist
InvalidParameter.ImportedFileExpired
InvalidParameter.InvalidZoneFileFormat
FailedOperation.DeleteRecordFailed
InvalidParameterValue.RecordExist
InvalidParameterlllegalVpcInfo
FailedOperation.DeleteDomainFailed

FailedOperation.UpdateRecordFailed

Kt ERB : Tencent

B

RIS ECHTPRS] .
BROSEGEIR.

ORI FE.
IERAVREGET T IRERPRHE]
RiRH G .

BB E.

BIRMFE.

BIRAET A,

RIRBUEL(E.

RASHGER.

SIS TN
http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

WeBH

IBRIFR
FEIRARTEN
AAAAICRAHIIEEEBILS0
JEACIDR
FRAGE
ICRAFE
B

A SRBIAST S
ICRMIBREM
IEREBEFE
VPCIEE
o= l[GS
ICREHKMH

VPCHZf##T (VPCDNS)
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HiRtD 5ERA
InternalError. HEBEIR
InvalidParameterlllegalRecord IBRAEE
FailedOperation.CreateRecordFailed ICREELM
FailedOperation.ModifyDomainFailed HRERRM
InvalidParameterValue.RecordACountExceed AICR A EEEFEIL 50
InvalidParameterValue.RecordMXCountExceed MXICRABIIEEEEIT50
InvalidParameterValue.DomainNotExist HEAFE
InternalError.FetchCOSFileError FIEXCOSIZIHEM
InvalidParameter.lllegalPTRRecord PTRIERIEE
InvalidParameterValue.RecordUnsupportWeight HENCREEAIENE
InvalidParameter.lllegalDomain 182 AN IEH
InvalidParameter. SHEER
InvalidParameter.lllegalDomainTId TR 2 A IER
InvalidParameterValue. SHEER
InvalidParameterValue.VpcBinded VPCE4PEHE TR
InvalidParameterValue InvalidZoneFileSize SRS K/ NPR
InvalidParameterValue.RecordTXTCountExceed TXTICRAFIIELERI10
InvalidParameterValue.CnameNotPrivateZone HZECNAMER HEIK S TRIFAT
InvalidParameterlllegalRecordValue TXENCRE
InvalidParameterValue.lllegalTXTValue TXTZEEIEREpunycodefRid Z RIKE M IEL- 2552 (8]
InvalidParameter.RecordLevelExceed ICREREII R

WRIERAE : Tencent 112 /W H112)
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