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® SHIENRHRTERS. BRRNARTEED, BIERRFBSHISENINEE.

mRsER (D

BN TED) Advisor 3 CVM, VPC. MySQL FZ#ERIITENIR. REEXABRIGHE, 755 MNEE-AE.

3. FIFHIRSSIRANITX | BIRJSeRiiEN , FERGRER > AR — I ERaMINAE.

;) =

® AFERRE—EROENSH, ATARERSENBRSARUSSRSABERSS) . ERSFEABSEREIRNARRSHE)HN, FTATENGIRRSEXAE.

mERE

RES AR HR{E

HAIABRITME (Advisor) RSHEXAE, TR Advisor i8] CVM, VPC, COS FHMEH
Advisor_QCSLinkedRolelnBusinessContinuity R, TBAFIEEBH, REESN. ER2. ZAGKECXBRBNOISHEERBENEMTZR  #ikR
SHER.

4. ERSENET | ARRSENG | TREREHEE | BNaEREQMEIIHERE NS HHREFEXMIEN.

Kt ERB : Tencent 524 71 165
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PRES

BRSSiE ()
B EERE Advisor Tf CVM. VPC. MySOL EEEMTFENRE. BEEXAEEIEHE, 2% AOSEAR.

r BiEED

meez @

BURTFEEOTERTEREASE, TESASE TS, FHEEEEIEEL
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le, ~—1H
= D [a]RR
BIFEAYE: 2025-03-11 17:03:00
BRRURFS RN R EAL?

e, ZAERETHREECAMRSAEIIERIE , EIIGZRN A RIS E A REE | AoKBERRF TEHEER.
MR ERB S MRS EsE?

. ZMOEHTRIRTGHREN  (UEEERAPIERRFRESER , NERISEURRINEE . ARSI RS R4,
EASENRRNEE?
2., ZMIEFERIVIRERN , (MUEEBIEERFNEEEE , ETHREEERHEZENE , F2EXERRIVEE.
YIRS TR ?
EAT L ETHERE > THMEIREETRET |, EHEPMIEES , BExE , EIHZImBERRE.

B RS E R = IR?
HEHLEIUEERF , IERERENRR , BHBM , RAHIT FRITEREN |, BRIZER.

WRIERAE : Tencent 26 | 65
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APIN 14

zia) ( cloudadvisor )
7S ( 2020-07-21)
API 5T

ITEHTHYE): 2025-03-12 16:34:36

APIERA
V3
ES5EXEO
EORR EOThee
DescribeTaskStrategyRisks EIRETUKFGSLFIFIR
HftfBXiEO
EORR REOThee
DescribeStrategies EEIHEIER

WRIERAE : Tencent 27 | 65
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\ :l: N
ARSI
v o <y
EOSEV]
BEEFATE): 2025-03-12 16:34:36
B EA#= APl £3EMAEEKEITEMHIIE , I MNEREBEEATERSHFEEEREE ( Signature ) LUSIEIEKRESD.

LR ERHTEEIIER , T2FIEEE Secretld #1 SecretKey ; ERFIRIRBLZEEIUE , BRIF=APIZHEINERE , SUELEAR=
APLEM,

s=E e .

1. RigLEeRFiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#rR APLERES)D
o SecretKey FAFINZEEFRTRIIRSS S8ImIIE S & =R,
o FAFWIT=IRIRERLEI , BaittEE,

HBELZEEIINEREERIT -

1. BRAEAMREEFOEHS.
2. BERAPIZSBRUEHI S TAE
3. E=APIESETUHE , M [F2] BIRJLARIE—XSSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , iSRIEAF RSN Secretld F1 SecretKey #HT/EEHRME |
LUBRSS s EELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SEAIRRTEXE, shanghai

WRIERAE : Tencent 28 | 65
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e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

'Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,
‘Nonce' : 11886,
'Offset' : 0,
'Region’ : 'shanghai’,
'Secretld" : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',
}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEERF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE SR Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=shanghai&Secretl
d=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEK73i%: 3285 POST #1 GET A= |, IXE(ER GET i5Kk , iFRAEAEKE.

2. iERFHNEFLAFIZFR(Describelnstances)iJiEkiz#= /9 : cvm.gds-cloud.com, SEFRAVIERIGZRIEZOMMBERINAEmA
CIREDVE=S - mbizl) R

3. BRI BRIMRAZAPIHIERBREEN / .

4. iEKRFRER: B E—SHERNEKRFREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WRIERAE : Tencent 29 | 65
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GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&R
egion=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-1
2

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—SREBHNERFOIFFRHTES | ARKBAEMNE S RER Base6s #1745
13, BIEIRIG RIS R A,
BRI | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0f
fset=0&Region=shanghai&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2
017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

80— RIS Z A EliIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&iEKA1%58 POST @it Content-Type 3 application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHEIREM URL RS , SHRMN-ASARERIG. IF ASCI FRHE URL fRISAIFREStLL UTF-8 #{T4%i8.

IR FLREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RittSEERR TR , MISKA RFC 3986, /A %XY MRFHFFRRULIRFHITES RS , B XY 9+ H+F/F
(0-9 KB A-F) , BRINSESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRD | SHRIESIIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound BIPAFRE
AuthFailure.SignatureFailure ERHER

WRIERAE : Tencent 30 @ 65
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RS HoSHEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= API ZHEZERY )

(e S a —
5. &7 ER

TESCRRERE API 3.0 BY |, EFFEREENAEAMZ SDK 3.0 , SDK I 7EZRIERE , FFRR R~ RigENEAEORIE, #4M8(E
B&0 SDK thly, MEiSiRisE=H -

e Python

* Java

e PHP

e Go

* JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TrTAIBRERA SDK.

=AY url TT8EA  https://cvm.gds-cloud.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shanghai&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&
Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RGIPRIERREERT , HESEARR SR E , ELINSREILE url FEXSERPHIARER curl Fa BRI RIREIEN
HiR | SR, ATEEI—NAILUERRER url |, FEESCRAIFH Secretld F SecretKey NESTAIZA , FERRFLRIATERLF
79 Timestamp .

IR ETEARGF  ARREES  EER—ESEXITERIR url JREEEMAR , RMASHNINFARE | EXHANIER
t. RERESHEE  BERITTHIERRIA.,

TR LIMURB(ERT APL 3.0 , FEEEEBTHEMNERRE | BIERIERN APl , BTFFEATERBLRSNERITEER | Bl
XS R AYSERR S AL A

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

=i
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byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);
}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.gds-cloud.com/?");
/] EEREKRSSEH TFHHEF | tatATreeMapfRiLliiF
for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");

1
return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.gds-cloud.com/?");
// EPREROUrl RIS RN EEEK
for (String k : params.keySet()) {
/] BENSEKE R TUrlencode , AT keyEBRHENFH , HUtLAM I Evaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprI LABzhHER
// SEBRVEFRRS R 24 SEFRRERNEL , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHES#
// SERRERRT R R RS SEIRE , 140 :  params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~HE%
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // 13531
params.put("Action”, "Describelnstances"); // AHES%]
params.put("Version", "2017-03-12"); // ~H5#
params.put("Region", "shanghai"); // 2AH5%
params.put("Limit", 20); // A5
params.put("Offset”, 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // W51
params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); //

System.out.printIn(getUrl(params));

Python
SR | ANERETE Python 2 IMEHIEIT , BEHZLEE requests (KB :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

Kt ERB : Tencent 532 1 #65m
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def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.gds-cloud.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region’ : 'shanghai’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# IWANSORRAR | BIhfERTRE =41t 2
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

=i
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2 Ak

EOSHV3

BIFEAYE: 2025-03-12 16:34:36

BEARZ APl S35 MARIEREITEMNINIE , BB MEKETEEE ﬁ?&%ﬁ%@’@%xg{%u ( Signature ) LASIEERE S .

LR ERHRTEEIIER , T2FIEEE Secretld 71 SecretKey ; ERFIRRBLZEEIE | BRIF=APIZHEIUERE , SUEEEAR=
APIEO.

‘EEI—‘—I =
1. HiFREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FBF#rR APL ERES)
o SecretKey FIFINEE A Z R IRS 2 IMICIE S FRTRIZA.
* FFPMFISRERSREIL , BaittiE,

FRIBEREFIFNERSBUT ¢
1. ERPEABEEEFOEHIE.
BIF=APIZSBRYIEHI S TR
3. E=APIZSATRE , |5 [#r3E] I LAGIEE—XdSecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , A&RffshA GET ;

Kt ERB : Tencent %34 11 65|
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CanonicalURI : URT 2% , API 3.0 EENIERHT (/)

CanonicalQueryString : &#2 HTTP i&3K URL SRIEREFRTER , 33F POST iFK , BEIEAZSFRAE , XF GET ik , W URL
ialS (? ) BEENFFERS , 2nFEUESR : Limit=10&0ffset=0, ;E& : CanonicalQueryString EE£id URL J7H3,
CanonicalHeaders : 25&ZHILEMER , ZDEE host 1 content-type FANSLED , BAIIIABEXBELE S 5E B LIRS
SiEROE—MINR S, PHEMN : 1) k38 key 1 value —E/INE |, HERBRESTH | 1RIR key:value\n 183z ; 2) &
ASLER | RERLER key (/NE ) ROFEHAEFB THHE. WA @ content-type:application/x-www-form-
urlencoded\nhost:cvm.gds-cloud.com\n

SignedHeaders : £5&ZRILEMER | RBALLRIERBMLLERS S TES |, # CanonicalHeaders B8EAILERBR—XI N
#. content-type 1 host J9wsisLEB, HHEMN : 1) LEB key Z—HA/INE ; 2) Z40LEE key (INE ) REBFHHEFHTH
¥, HEUSS () D8, HHl$FA : content-type;host

HashedRequestPayload : iERIEXHINEFE , iTEFi%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥F HTTP
BRENIEN payload fffl SHA256 157 |, e/ HEIRD | REMmISHEERANEFE. 8 : T GETiEXK,
RequestPayload EIFEATFREE , X F POST 15K , RequestPayload Blg HTTP i53KIEX payload.

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.gds-cloud.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Algorithm : € &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i5KATEIRE , BIiERLERAY X-TC-Timestamp BUE , {0 ER~FliEK7A 1539084154 ;

CredentialScope : EiFBHE , 183 5 Date/service/tc3_request , B3SHHE. FTEKIIRSFILRIEFRE (tc3_request ) , Date
79 UTC #REERITEI A , BUEREMAHSE X-TC-Timestamp K UTC fRERNBIER—E ; service /=m® , WSER
ROF= i —3, a0 cvm, a0 E7RAiESK , BUESS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEFTEALTIEKENEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

WRIERAE : Tencent 35| 65

1. Date AZRMAT AR X-TC-Timestamp &85 , BRfX A UTC+0, MNRIMARGZAMHXES , flinR/\K , E53EAX
e EVEARARTD  BRRENERVERM. BigiTER0 1551113065 , 724/ \XAYAJEIRE 2019-02-26 00:44:25 , (BRit
H18%I19 Date BY UTC+0 BIEHARI 9 2019-02-25 , AR 2019-02-26,
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2. Timestamp X/RZZHRIR S A , BRWBERRAREMNVERNERRELN , RBEET A HUBERY., NFRKEEAR
FMtRERTEIRLE | FIRESEUET—RITENE | IBROERW (REESTHER ) .

HRIELA LA | REIFPERIREFERFRHRUT (ATRREN , \n RTFAEESEITENRI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRUAHY SecretKey ;
e Date : B) Credential &bf§ Date ZFEE(=E. , a0 L34 , 792018-10-09 ;
e Service : B Credential g4 Service ZFEREE. , W0 L50 , 3 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZEIA |
e StringToSign : AP EATEBRIRFERFIFH ;

2.4. #H8 Authorization
AN ™RRCHE Authorization :

Authorization =
Algorithm + ' ' +
'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : &7 , EEA TC3-HMAC-SHA256 ;
* Secretld : Z5AXHAY Secretld ;

e CredentialScope : M EX , EIEEHE ;

* SignedHeaders : I £ , £5&ZRLIER ;

e Signature : &&E

HRIBLA LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WRIERAE : Tencent 36 m 165
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RETEIERERAT

https://cvm.gds-cloud.com/?Limit=10&Offset=0

=a ( CloudAdvisor

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.gds-cloud.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shanghai

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

et FRE : Tencent

I PSS
BRITH
BRI
BRER
token iR

ZRIEE ( RE= API Z$EEHY )

%537 ;0 65
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private final static String ENDPOINT = "cvm.gds-cloud.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

}

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {

WRIERAE : Tencent 38 | 165

String service = "cvm”;

String host = "cvm.gds-cloud.com”;

String region = "shanghai”;

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkkkkkkkkk i_ﬁ 1 : ﬁ;%%m;‘éiﬁ*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// Kkkkkkkkkhkkhkkk ig% 2 ﬁ?&?%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkhkkhhhk .}JJ/:_H?( 3: .‘L_I_%:E% *kkkkkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kkkkkkkkhkkkkk ig% 4 ;ﬁ}% Authorlzatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.gds-cloud.com”

endpoint = "https://" + host

region = "shanghai”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk
http_request_method = "GET"
canonical_uri = "/"
canonical_querystring = "Limit=10&0Offset=0"
ct = "x-www-form-urlencoded"
payload = ""
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

et FRE : Tencent
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk
# ITEESBHERE
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

H FRFRIEIRKKIRAK 5% 4 - B-_ﬁ% Authorization KkhkhkhkhkhkKKx

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

Kt ERB : Tencent 5840 T3 165
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15 KE5H4)

BIFEHAYE: 2025-03-12 16:34:36

1. fRSSHbtt

Z=a ( CloudAdvisor )

i ( Region ) EBEIEAVEHEH ORIIEX S, HEAMZZSIGIEAESZ TSRS | MEAEES AR AREEIRE S EE

t. ATIHEHRME. RS THEE  ENGERERELEEF I,
ERTLUEIT APIED EiiSIR B ArtETIxR.

2. BEMY

FEA= APl HFTEEOIEE HTTPS #HTE(E | IRt RSB EEE.

3. BKTTE
S50 HTTP 505 E:

* POST (%5 )
o GET

POST iE3kz#569 Content-Type 258! :

e application/json ( ¥#E7F ) , W/RfFEA TC3-HMAC-SHA256 &Z 7534,
* application/x-www-form-urlencoded , #ZR{#F HmacSHAL g% HmacSHA256 &&757%.
e multipart/form-data (Vo EEONE) |, WiRER TC3-HMAC-SHA256 B&75i%,

GET B3SRBS REA/NAE#BIT 32 KB, POST iERFEMAESEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.

et FRE : Tencent
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IS

BIFEAYE: 2025-03-12 16:34:36

RS
PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

}
}

* Response REMEBH Requestld REEMNFER , TiCIEKAINSE , RE APINET |, NXERIRME.,

* Requestld FF— APLiEKRIME—IRIR | AR APL HELRE |, ATLIBKEREA] , FHEMHZ ID KRR,

* [RTEEMNFERS  HRIWARKEOENNFER  AENEOMRENFES IEONRIEN, A TotalCount #
InstanceStatusSet 949 DescribelnstancesStatus #OEXHNFE , BT RAREKNBFEMESE=RSEELE Bt
TotalCount ELIIER THIREES 0, InstanceStatusSet FIFRAZ,

tHIRIREIER
£, SRR

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”
1
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZEKEARKM, Error FEXEREERRY Code F1 Message FERTETEFLMAT 2 EREAY,
Code FREMBIEAVEIRID , HiEKH BT oI LASCRIBIZ SRS E A K RS N M EIZ X N AY IR R B M E I N R EFOfE

RTTZ.
* Message Bt TIXMEREENERRE | EEUSKRSARRMN , WATESEHRFEENER , BRAMRIHX MR
[EE.

¢ Requestld FFF—1 APLiEkAIME—HRR , 205 APl HILRE , AJLABREREA] , FHRMZ ID kffRaR,
j:t\
//_\\5':'\:%5 15'555

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,

Kt ERB : Tencent 542 71 165
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

et FRE : Tencent

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5iZ,

BRAFE.

k3

SEZIULLN

%

SRR

k

token f&i%.

Bk R CAM 1Y,

Z=a ( CloudAdvisor )

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

AR

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
BROSEGEIR.
EOMANEFE.
IERAVREGET T IRERPRHE
RiRH G .

BIRE.

BIFFE.

BIRAEI A,

RIRBUE(E.

RAISEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST iE3K.

EORSHSRTEhEL,

%543 71 65
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\H5

VAN

VTSR SRR 2025-03-12 16:34:36

Z=a ( CloudAdvisor )

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

NHBHEBEFZ—HZ) HTTP Header i53KLEBeh , 10T :

%

BERZEOSR, ESEEOXETMASEATESE Action B9RE, FIIN=IRSENE
ESEFI5IZRIED |, BUYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZ S M BARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENLHSE X-TC-Timestamp 5/ UTC FRAERNBEIREE—E ; service AF=m& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZRWE,

IEEERATAAY Token , BEESRIGIIEE—FSER. IGHZEF0 Token EEZHQETRIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR RE
Action String

Kt ERB : Tencent

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
REIRsLHIZIZREO , BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

ESidl

String

Integer

Integer

String

String

String

String

String

i

Jalil

oy

i

Z=a ( CloudAdvisor )

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS M AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3REFTHEIR.

BEHNIEEESEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHH_E ERBERIRREDH] Secretld , — Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREESNEROSRSME,

B{FRY APLESRRA., BUESEROXEPASATSL Version B, AIN=RSES
A9RRA 2017-03-12,

BEZ5, , BaixziE: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Zf5F HmacSHA256 ELALIIES S , EftBiER9ER HmacSHAL IGIEEE.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

s ( Region ) BEWIEAGEUIERH ORTHIEX. AEAMSZIGIEARSZ ETERE | RIS AR AEEIREE IS
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EEJ LA APIEC EAMIESIER EESTRAIIETIE.

et FRE : Tencent
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EstExEO
DescribeTaskStrategyRisks

RITEHHYE): 2025-03-12 16:34:37

o DS

1. EOHA

EOEkiE® : cloudadvisor.api3.gds-cloud.com,
EHAIIRESEAIZIR

BOAEZEOISRIRERPRE : 200K/FD,

EOEFAYE : 2021-12-02 21:32:48,

Z=a ( CloudAdvisor )

EOBRIRER N,
A sl
2. MINSH
UNERSEFIRNGIH T EOBEKRSEFIESS AHSE | TBAHESEHFIRNAHIE RS
SHEWR Wi FSIFENULL il DG
Action 2 & String ~HBE, KIZOBYE : DescribeTaskStrategyRisks
Version 2 B String NHESE, KEOBYE : 2020-07-21
Region = = String NS, WEHERAEORRTEER S,
. & IRID
Strategyld = = Uint64 a
= - EE 1
L . FREIEE, FAIAL00
Limit &= &= Uint64 '
- - IfE ;10
Offset & &= Uint64 (RS8R 2IA0
- - & : 0
. {F551D
TaskID & & Strin
. . J TRGIE : e9eadf2a-98c5-47ed-9706-a7446a06ad1a
SN, S
. ) 1. level &4 , 2 : BAXIFE |, 3 : BXEE
Filters = = Array of Filters ~ =
= = y 2. fuzzy HHBIEE , FIEIDREFRTIE
~NE : EE
IncludeAllFields & iy Bool REREETR

~MEHE : false

3. S

et FRE : Tencent
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SHETR KR fik

RIEIECE |, ICECXBLSERIFISR ( Risks ) SIRFER |, Fi4n:
{"Response":{"Requestld":"111","RiskFieldsDesc":
[{"Field":"Instanceld","FieldName":"ID","FieldType":"string","FieldDict":{}},
{"Field":"InstanceName","FieldName":"&FR","FieldType":"string","FieldDict":{}},
{"Field":"InstanceState","FieldName":"{k7","FieldType":"string","FieldDict":
{"LAUNCH_FAILED":"€llZ&sm","PENDING":"8lj#h","REBOOTING":"& /3
F","RUNNING":"izf75","SHUTDOWN":"{Z LE&F5H8%", " STARTING ":"FF#/l,
F","STOPPED":"5&#/1","STOPPING":"#/150","TERMINATING":"$58% 0 "}},
{"Field":"Zone","FieldName":"aJFBIX","FieldType":"string","FieldDict":{}},
{"Field":"PrivateIPAddresses","FieldName":"IPittiit
(RW)","FieldType":"stringSlice","FieldDict":{}},
{"Field":"PublicIPAddresses","FieldName":"IP1ttziit
(22)","FieldType":"stringSlice","FieldDict":{}},{"Field":"Region","FieldName":"1t}

15", "FieldType":"string","FieldDict":{}},{"Field":"Tags","FieldName":"#x
&","FieldType":"tags","FieldDict":{}}],"RiskTotalCount":3,"Risks":"[{"Instanceld":"ins-
xxx1","InstanceName":"xxx1","InstanceState":"RUNNING","PrivateIPAddresses":
["1.17.64.2"],"PublicIPAddresses":null,"Region":"ap-shanghai”,"Tags":null,"Zone
shanghai-2"},{"Instanceld":"ins-
xxx2","InstanceName":"xxx2","InstanceState":"RUNNING","PrivateIPAddresses":
["1.17.64.11"],"PublicIPAddresses":null,"Region":"ap-shanghai","Tags":null,"Zone":"ap-
shanghai-2"}]","Strategyld":9}}

E  BEE

RiskFieldsDesc RiskFieldsDesc

"ap-

PHASHITID

Strategyld Uint64 _
9 IE ;1

MUSSEAINES

RiskTotalCount Uint64 _
' TBIE ¢ 10

XUSSEAFETIZR | FEjson decode

Risks Strin _
J THIE %
Requestld String HE—iEK ID , @RiEKEPSIRE], EURSATEERAZXIERKA Requestld,

4. FERG

PAIMRZIE 7O S ZEEXaERNS , BERGFE N SR,

HEIR i)
InvalidParameter.ParamError SHEEIR.
InternalError.System RFEIR,
InternalError.DependsDb IR db s,
InvalidParameter SHEEIR.
InternalError HEREIR.
ResourceNotFound RIFAFIE,

Kt ERB : Tencent 5847 T3 65
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FEIRD

InvalidParameterValue

WRIYEFA : Tencent

3%

SHEAVEHIR.

==Jpial ( CloudAdvisor )
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HtBEX=O

DescribeStrategies

RITEHHYE): 2025-03-12 16:34:37

1. O

EOEkiE® : cloudadvisor.api3.gds-cloud.com,
BTFESHEIRER
BOAEZEOISRIRERPRE : 200K/FD,

EOEFAYE : 2021-12-02 21:27:41,

BOBIRNESE NEN,
A M2
2. BMINSE
ATBREHGIRIGH TEOBERSEIED AHSE | TBAHSHGIRNALERSEH,
SHER whi%E FEIEFNULL i R
Action P B String AHSE, KIZFOBYE : DescribeStrategies
Version =2 5 String nNH&# | ANEOBYE : 2020-07-21
Region = = String NHBY , WEHEBAEOARTEERISEL,
A Y 24
3. BitHZE
SHER &Sic) R
Strategies DescribeStrategie ;};gﬁuzg
Requestld String H—iEK ID , ®XiEREPSIRM. EERNEERAZRIEKE Requestld,
H
4. $EiRS
PATBH 7O SSiZEEXAEIRID , BfbEnRGIF N A HEIRE,
HHIRTD A
InternalError.System RFHEIR,
InternalError.DependsDb RS db .

MRt FrE : Tencent 49 T H65%
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Eehg

InvalidParameter

ResourceNotFound

WRIYEFA : Tencent

1%
SHGEIR.

BIRFIE.

==Jpial ( CloudAdvisor )
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NG

BT HAYE: 2025-03-12 16:34:37

Groups

Groups3eEY

#WHITEOS A : DescribeProductConfigList

AR WAL FEFNULL e Sl T
. et e}
Id = & Uint64 =
” : TONE 1
. ERIZFR
GroupName = = Strin 7S
” : ? o e
Progress
HHE
#WaNT#EN3|A : DescribeTaskProgress
BFR WAsE FEEFNULL B il AR
ScannedCount =2 & Int64 ?El}ﬁ;‘g{ﬁﬂ%ﬂz%o
THHE : 10
TotalCount 2 = Int64 RSLhIS R
HIE : 20
RiskFieldsDescDetalil
XL R E
#WaNT4EO5 | : DescribeRiskDisplay
EFR Wik FBEFNULL Sl T
. KAETRID
Strategyld = = Uint64 T
” = T : 1
Url = 2 String Y%’fﬁlﬁiﬁﬂiﬁﬁ_\“zﬁ’ﬂu RL
BHE - http://xxx
RiskFieldsDesc 2 2 Array of RiskFieldsDesc KA W B

~HE : EF

WRIERAE : Tencent 51 | 65
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SR W35

LinkId =2

Prild 2
TplSets

template sets

FBEFNULL

=
=

i

AN T™EO5 | : DescribeSubscriptionTemplates

AR i

Grouplds 2

Id =

Products =

Name =

Tags =
ProductProgress
FEmiAfER R

FIFNULL

=
=

i

Hm

fim

i

AN T™20O3 | : DescribeTaskProgress

BFR Wik
Name =
Progress =

AIFNULL

=
[}

A
=

DescribeStrategiesCondition

IS SR

WA T™E2O3|F : DescribeStrategies

WRIYEFA : Tencent

St

String

String

Array of Uint64

Uinte4

Array of String

String

Array of Tags

ESidl

String

Progress

==Jpial ( CloudAdvisor )

%

PR EIYFERID
& : insld

REZIEFERID
& : insld

fiA

group ids
e : 1

template id
THE : 1

template products

NE : cvm

template name
A : tpl

template tag
~E : EF

1%

PR,
AMHE : cvm

FrRR .
E : EF
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BR %551
Conditionld =
Level =2
LevelDesc =
Desc =
Instance

HERISEHIRERLER

FEVFNULL

=
=

i

alil

iy

Z=a ( CloudAdvisor )

semy A

. LMD

Uint64 =R

" T - 1

. wEma) | 2hRG , 3N

Uint64 -

" TEE ;3

String SRR
TG - BN

. T

ring

aHHE : MySQL SEAIRIRET root IS

U™ EEOS|A : DescribeTaskResult, DescribeTaskStrategylgnoredDetail, DescribeTaskStrategyUnsafeDetail

&R -

Id s

Region =

Extra =
RiskFieldsDesc
G SEFIFER AR

AFNULL

Py
=

el

il

St fait
Strin SCEIRYID BN:ins-e4frg13
’ FUE : ins_id
Strin SCEIRIHBES, f5I40:ap-guangzhou
J & : ap-guangzhou
Stri LRI EER HIN:cvmiyE=F
ring

~MEE : insName

U T™EEOS| A : DescribeRiskDisplay, DescribeTaskStrategylgnores, DescribeTaskStrategyRisks

AR Wik SIFNULL
Field = =
FieldName 2 =
FieldType = &=

et FRE : Tencent

e

String

String

String

55

FEID
~5E : InstanceState

FERERR
TN RS

FEEREY,

string: FFRFERZEEY |, BN "aa"

int: 252 , fign 111

stringSlice : FFFEREBAZERY |, Hlgn["a", "b"]

tags: FRESSEAY, HiIEN: [{"Key":"kkk","Value":"vwv"},
{"Key":"kkk2","Value":"vwvv2"}]

~HE : string
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BFR W% RENULL 3R A
. o = Array of FEUERI R
FieldDict E E KeyVaIue /__I_TWU{E : EE
UnsafeDetail
BIRSSLHIFIE

AN TZOS | - DescribeTaskStrategyUnsafeDetail

B2 Wik AIFNULL S iR
. ZEEfIERAIRAGID,
= =
Conditionld E = Int64 %{yu{g 1
= _ SCHIRRRSIRTS | trueR R 72HE .
IgnoredStatus = & Bool BN - true
o z: SEVITEISH
Instance = = Instance Sl : 5E
Tags

HifftagrIMAISEE

AN TEEOSIA : CreateSubscriptionTemplate, DescribeGloballgnoreTags, DescribeSubscriptionTemplates, DescribeTags.
DownloadReportFileAsync, ModifyGloballgnoreTags. ModifySubscriptionTemplate

BIR Wik FEEFNULL St A
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HHE : ["key"]

tagxgRzAYvalues

TagValues 2 2 Array of String B - [val']
IgnoredDetail
RELHFIE

AN T™ZOS | : DescribeTaskStrategylgnoredDetail

2R Wik FIFNULL xS R
SLAIRIRERIRE | true R 208,

I = & Bool
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SLHEE.
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ConfigGroup

SRIBAERAIAERIER

#aNTEOS | : DescribeConfig

B WhisE FFNULL et R
= s SERRLAAYID
Groupld B & Int64 Sl 1
YHIEZ= 2z
Name =2 = String RIRBNZ=F Ol %

~hHE . 2

RIRER2RIRIRATIZER
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Array of ConfigStrategy
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Ignorelnstance

R IFERISLHIRYER

A0 TZEOS | : Listignorelnstances, Modifylgnorelnstance, Modifylgnorelnstances

1 = = String SEAIRIID
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: - ~BIfE : ap-guangzhou
Subscriptionlnfo
TRER

#aN O35 : DescribeSubscriptions, UpdateSubscription

R W% AEENULL 268 ik

Id = = Int64 ITFEBRID , -1%mhE | ERIERERRENNEEEH
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. - MANE : true
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T RERREER
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AR Whiss FBIFNULL i IR

ITRERERMES. BRisdF zh-CN : &R |, en-
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~BIE : en-US

_ . . TSR
Name | R string TN R
N . SIRIEGLTEDARID
Tplld A = Uint64 =l 1
= | . . SIRIBIT IR SR
TpIName "R string TOE ;IR
GroupSummary

DERHTEETRIR.

#HanT~EOS R : DescribeOverview, DescribeTaskSummary

AR Wik AEENULL 38U A
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g : 1
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= - e : 1
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= - A : 1
LowRiskCount = - Int64 ZDE MEX SIS E (R EIE RIS RIS EE).
= - E : 0
NoRiskCount = = Int64 ZDHE T EXEAITRIS S E (B RIS RIEEE).
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RiskDay
EREIE
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DescribeStrategie

IFAEIER
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. FHEIRID
Strategyld =2 =2 Uint64 _
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TLRIIEZFR
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TR INEEL 2RI G
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Groupld = = Uint64 =l - 1
R EImZER 7
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" o o Array of RIS
Conditions = = DescribeStrategiesCondition = =& : BF
ConfigCondition
SRESAIFIBTSRAE

#aNTEOS|F : DescribeConfig
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BFR %% FEEFNULL ESig) fER
=
Conditionld = &= Int64 ;};ﬁg 1
Level 2 = Int64 1&3?—:'%#[3’93?%%2&,11%%5@ 2rhXBG 3EIXIBG
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. IEERAHAYIEA eg:XIFTE AFIT EAEFIMIBRITEAER
D = =
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SubscriptionTimelnfo
AL ESERIEIETS
#aN O35 : DescribeSubscriptions, UpdateSubscription
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. = - : TSRS E) ( 24/8B94) ) | $83079"00:00" , REEsEE/\ITEE rRAdiE)

Time p3 A String Sl 17:00
IgnoreStrategylnstance
BEHISSAIRTFRER
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N~ EOS|A : DescribeSubscriptions, UpdateSubscription
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fik

1TisIHRFE
MAHE : ["abc@email.com"]

U T™EEOS| A : DescribeGloballgnoreTags, DescribeSubscriptionTemplates, DescribeSubscriptions,

DescribeTaskStrategylgnores, DescribeTaskStrategyRisks, DescribeTaskSummary
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=
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Array of String

fiik
IR

MIHE : key

WRE
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#EN M 5| A : DescribeRiskDisplay, DescribeTaskStrategylgnores, DescribeTaskStrategyRisks
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Product =2 = String FrET AR =fa flan:cvm, cos
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iy
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THHE - 18E MySQL IKSEE | ERFHE root S | iIRBEMNA
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StrategySummary

SR T SLPIRg LS SRS,

#Han OS5 : DescribeOverview, DescribeTaskSummary

RhgId
Strategyld = B Int64 R
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REBROFIRTE. SREFHUTIES: init #]%24¢ running #1T

Code 2 & String th success pIH failsLg,
5E : success
REEIIRIAY2E1d,
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INFRIREERFTFAE Error FER , MIZRZSERA APL KM, 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

SHETEVIES
LHERDB
HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue
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HEIFH  TERIEMEETE.
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DryRun #F , RFRIBERESEMINA . RESET DryRun 24,
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REBFEIR.

EORFE.

SEGER.

SR EER.
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HIRAD 15t8H
LimitExceeded BT ACEPRE,
MissingParameter ROSEERIR,
NoSuchVersion BEORATFE.
RequestLimitExceeded TBERAVREGERT T IREPRE .
ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFEARTF,
UnauthorizedOperation RIZFIURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)IBRIMEEIR , R32KF GET #1 POST 153K,
UnsupportedRegion BEOARISAEMIE,

A S5HERAS
HIRAD 1288
InvalidParameter.MissAKSK ROFEERE,
InternalError.System RFEIR,
ResourcelnUse RIF G,
InvalidParameter.ParamError SHEIR.
InternalError.DependsMq REAIMa S,
InvalidParameter.SecretldOrSecretKeyError FEREER.
InternalError WEREIR.
InvalidParameter SRR,
InternalError.CallbackFail ElEHE,
ResourceNotFound.NotExistTask ESAFE,
InvalidParameterValue SHEYEEIR,
InternalError.DependsDb ERAYdb s,
InternalError.DependsApi IRV E thapithitE.,
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